Chapter 1: Installing and Upgrading Veeam

Veeam Backup & Replication 11a

Standalone components:

Veeam Backup & Replication
Install

ok
Lo

N@ Veeam Backup Enterprise Manager
=l Install

Install

Veeam Backup & Replication Console
Install

Enterprise Applications Plug-ins

A 0o
Documentation Training
Veearmn Backup & Replication >

to proceed with Veeam Backup & Replication installation.
Click OK to install this prerequisite,

o Please install Microsoft Visual C=+= 2015-2019 Redistributable

Y

Veeamn Backup & Replication

Computer reboot is required before installation can continue.
Setup will restart automatically after reboot.

Cancel



Veeamn Backup & Replication Setup i A

Provide License

Pravide license file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

Browse...

if you don't have a license, just click Mext to install the Community Edition.

Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, you may
not install, configure or manage such servers at vour client's environment as a consultant or an M5SP.

< E_ack Cancel

Veeam Backup & Replication Setup = &

System Configuration Check

Werification of your system for potential installation problems.

Requirement Status
Microsoft System CLR Types for SQL Server 2014 G Failed
Microsoft SQL Server 2014 Management Objects _9 Failed
Mimsu_ﬁ__ﬁepurt Viewer Redistributable 2015 'EB' Failed
Microscft PowerShel v5.1 @ Passed
Microsoft Universal C Rurntime 'm' Pazsed
Microsoft .MET Core Runtime 3.1.10 'I'B Failed
I"-I'Iicmsu_Ft__F.SF'.NI:—I' Core Shared Framewark .'?.;'I 0 _'EB' Failed
1 Your computer does not meet minimum requirements. st il B i

s Click the "Install” button to deploy missing features.

cBak | Nt



it Veeam Backup & Replication Setup

Service Account

Specify the account for Veeam Backup & Replication service.

() LOCAL SYSTEM account {recommended)

(@) The following user accourt:

~ . Type in the user name in the DOMAINYUSERMAME format. The specified user
| account must have local administrator privileges on this server,

Llzer name; |HOI"-'1E-"|.|’B KD1\Veeambackup o | | Browse...
Password: ||||-|||||||||||| r';"i.|

it Weeam Backup & Replication Setup

SOl Server Instance

Choose SCGIL Server instance to create Veeam Backup & Replication databases on.

(@) Install new instance of SOL Server (ocalhost\VEEAMSQL2016)

() Use existing instance of SQL Server (HOSTNAMEMNSTANCE)
HOME-VBKI1\WEEAMSQL2016 Browne
\eeam Backup & Replication database: | VeeamBackup

Connect to SGL Server using
(® Windows authentication credentials of service account
() 5QL Server authentication using the Login 10 and pazsword below:

23

cBack || Neds Cancel



Weeamn Backup & Replication Setup - X

Port Configuration

Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port: 5353
Yeeam Backup service port; 5352
Secure connections part: 5401

RESTful APl service port; 5419

< Back Mext » Cancel

ity Veeam Backup & Replication Setup

Data Locations

Specify the guest file system catalog [persistent data), and the instant recovery write cache
[non-persistent data) storage locations.

Instant recovery write cache

' Write cache folder: N
- E: \ProgramDatalveeam'Badkup\IR Cache Browse. ..
Ensure that the selected volume has sufficent free disk space to store changed disk blacks of instantly

recovered YMs, otherwise YMs will stop due to being unable to perform a disk write. We recommend
plading the write cache on an 550 drive,

Guest file system catalog
_ Catalog folder: N
- E: WEBRCatalog Browse. ..

<Back |[ Nest> Cancel



ife Veeam Backup

plication Setup

Ready to Install

The wizard iz ready to begin the installation.

Veeam Backup & Replication will be installed with the following configuration:

Installation folder;
Winte cache folder:
Guest catalog folder:
Catalog service port:
Service account:

Service port:

S0L Server:

Secure connections port: 5401

C:\Program Files"Veeam'Backup and Replication®. i
C:\ProgramData'WVeeam Backup IRCache

CA\WBRCatalog

9393

HOME-VBED1\Veeambackup

9352

HOME-VBKD1WWEEAMSGLZ016 o]

Check for updates once the product is installed and periodically

SERVER

< Back i || || Comeel

Server Server
Manage Server Tools

INVENTORY
]
(5 Virtual Infrastructure
4 (% Physical Infrastructure
g Manually Added
| Unmanaged
[El File Shares
4[5} Last 24 Hours
[3) Success

iES

S INVENTORY
(3 ackup INFRASTRUCTURE

[ HisToRY

ADD SERVER

Before using Veeam Backup & Replication, you must register your protected data sources in the inventory. To start this process, click the Add Server button in the ribbon
(or just dlick this text),

For VMware vSphere protection, add a vCenter Server, You can also add ESXi hosts individually. Adding vCenter Server is preferred, because it makes Veeam Backup &

Replication vMotion-aware.

For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCVMM) Servers, Hyper-V clusters, or standalone Hyper-V hosts.

For physical and cloud servers and workstations protection, create one or more Protection Groups listing all computers you want to backup. For NAS protection, add an
NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (VTL).

CREATE JOB

Veeam Backup & Replication provides different options to balance recovery time with storage requirements. Backup consumes less disk space but requires longer
recovery time, making it ideal for long term data retention. Replication provides faster recovery time at the increased storage costs and shorter retention.

To create a new backup o replication job, go to the Backup & Replication tree tab, and click the corresponding button in the ribbon

RESTORE

To restore a machine from a backup or a replica, click the Restore button in the ribbon and select the required restore type.

Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the required machine by searching for its name.
You can also start a restore by double-clicking the full backup (.VBK file in the Windows Explorer.

DITION EVALUATION



@ VMware vSphere

Select the type of a VMware server you want to add to the inventory,

vsphere
Em Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESKi) to the inventory.

vCloud Director
=E‘E Adds YMware vCloud Director server to the inventory,

Add Backup Repository

Select the type of backup repasitory you want to add,

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data
movers to run directly on the server, allowing for fastest performance.

MNetwork attached storage

e MNetwork share on a file server or a NAS device, When backing up to a remote share, we recormmend that you
select a gateway server located in the same site with the share.

g Deduplicating storage appliance
am Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXl If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

s Object storage
Hﬁ On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel



Edlit VMware P

Managed Servers which are not assigned a VMware backup proxy role already.

Server
% Choose a server for WYware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the

home-vbkl] (Backup server) < | |-Add New.,
Traffic Rules

Proxy description:
Apply Created by Veeam Backup & Replication
Summary

Transport mode:
|Autcmat'rcsetection | | Choose.. J

Connected datastores:
|Automatfc detection (recommended) || Choose... |

Max concurrent tasks:

« Previous Mext = I Finish l _ Cancel

Mew Backup Repository

~———  Repository
I[“;ij__‘l Type in path to the folder where backup files should be stored, and set repository load control options.
=
MNarne Location
Path to folder:
Server |F:\Backups | | Browse... |

FE = oo e
W= Free space; 496.8 GB

Mount Server
Load control

Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/O timeouts. Control storage device saturation with the following settings:

ek T T——
Summary : |:| Lirnit read and write data rate to: :1 = MB/=
Click Advanced to customize repository settings | Advanced... |

:“ < Previous | i- Mext » T Finish | Cancel |




©

N
=

Backup server

=
I (2 £ =
—|. +."'.I
| e
Source host Scale-out
Backup prosy backup repasitory

Object Storage

Select the type of object storage you want to use as a backup repository.

53 Compatible

Adds an on-premises object storage system or a cloud object storage provider.

Amazon 53
Adds 53 object storage or an AWS Snowball Edge appliance.

Microsoft Azure Blob Storage
Adds Microsoft Azure blob storage, Both Azure Blob Storage and Azure Data Box are supported,

IBM Cloud Object Storage
Adds IBM Cloud object storage, 53 compatible versions of both on-premises and IBM Cloud storage offerings are

supported,
Cancel



MNew Scale-out Backup Repos

- Capacity Tier
= Specify object storage to copy backups to for redundancy and DR purposes, Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

i
[

=il

MName [] Extend scale-out backup repository capacity with object storage:

Performance Tier | ~ | | Add... |

Placement Policy Define time windows when uploading to ohject storage is allowed | Window... |

[] Copy backups to object storage as soon as they are created

Create additional copy of yeur backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the perfomance tier.

Summary

[] Move backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

days (your cperational restore window)

[] Encrypt data uploaded to object storage

Pazswartd

Move backup files older than [14

Add. .

Manage passwords

< Previous | | Apply | Finish Cancel




Repository

Manage Scale-out Repository

BACKUP INFRASTRUCTURE

E Backup Proxies
% Backup Repositories
c-_—E'. External Repositories
= Scale-out Repositories
£ WAN Accelerators
@ Service Providers

4 & SureBackup

& Application Groups
db Virtual Labs

4 {‘E‘i Managed Servers

b fé'&! Wiware vSphere

= Microsoft Windows

A HomE

E'I

e INVENTORY

O.?E‘g BACKUP INFRASTRUCTURE

(%5 STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

@ FILES

Repository  Repository

A7 =
Set Access Rescan
Permissions Repository

Manage Settings Tools

Q Type in an object mt

NAME +



Mew Scale-out Backup Repe

= Performance Tier
=g Select backup repositories to use as the landing zone and for the short-term retention.

Extents:
| Add..

MName

_ —
Remove

Placement Policy

i

Capacity Tier

Summary

Click Advanced to specify additional scale-out backup repository options. | Advanced |

iz Previous | | Mext = | Finish [ Cancel .




Capacity Tier
Specify object starage to copy backups to for redundancy and DR purposes. Older backups can be moved to ohject storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MNarme [ Extend scale-out backup repository capacity with object storage:
Performance Tier CL_DUE”AN > !_ :ﬂ:_id_
Placemerit Policy Define time windows when upleading to object storage is allowed Window...

[[] Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Summary
[ Move backups to object storage as they age out of the operational restore window
Reduce your long-termn retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.
Move backup files older than 14 ',u days (your operational restore window) | Override...
[] Encrypt data uploaded to object storage
Passwaord
Add.,
Manage passwords
< Previous | | Apply | Finish Cancel
BACKUP INFRASTRUCTURE Q Tvpe in an ohject name to search for
B Backup Proxies NAME T TYPE HOST PATH CAPACITY FREE USED SPACE
E Backup Repositories g. Backup Repository 1 Windows home-vbk01.homelab  F\Backups 4009GE  496.8 GB 0B
5 External Repositories [f& cLoupian S3-compatible amazonS3://s3-... N/A N/A 0B

4 ?‘.ﬁ Scale-out Repositories
Eh Scale-out Backup Repository 1



Veeam Backup & Replication 11a

Standalone components:

AT Veeam Backup & Replication
1=K Upgrade

NEI Vieeam Backup Enterprise Manager
IEJ Please upgrade backup server first,

N Veeam Backup & Replication Console

I!%I Please upgrade backup server first,

Enterprise Applications Plug-ins
Open

Documentation Training

@ 2021 Yeeam Software Group GmbH, All rights reserved.

Veearn Backup & Replication X

Please install Microsoft Visual C++ 2015-2019 Redistributable
to proceed with Veeam Backup & Replication installation.
Click OF to install this prerequisite.

oK Cancel

LY

Weeamn Backup & Replication

Computer reboot is required before installation can continue.,
Setup will restart automatically after reboot.

Cancel



iff] Veearn Backup & Replication Setup

Upgrade
Pleaze review Veeam Backup & Replication components that were previously installed on this
computer.

Setup has detected a previous version of one or more Yeeam Backup & Replication components:

Product Wersion
Weesam Backup Catalog 10.0.1 4854
Veeam Backup & Replication Server 10.0.1 4854
Weeam Backup & Replication Console 10.0.1 4854

Click "Mext" to proceed with the uparade process.

<Back || MNed> || Cance

it Veeam Backup & Replication Setup

Provide License

Provide license file for Vesam Backup & Replication.

License file for Veeam Backup & Replication:

C:\Program Datat Veeam' Setup’licenses  VeeamBackup&ReplicationServer_11.0.1.12617_ .Bmwse. i
if you don't have alicense, just click Mext to install the Community Edition.

Weeam ELILA prohibits using Community Edition to provide any services to third parties. In paricular, you may
nat install, configure or manage such servers at your client's environment as a consultant oran M5SP,

< Back Mext = Cancel

Local Disk (C:) ProgramData » Veeam Setup Licenses

B Mame i Date modified Type

_' VeeamBackup&Replication5erver_10.0.1.4854 exported.lic 2021-09-22 2230 PM  LIC File

| ] VeeamBackup&ReplicationServer_11.0.0.837_exported.lic 351 PM  LIC File

_‘ VeeamBackup&ReplicationServer_11.0.1.1267_exported.lic 2021-0 A0 PM LIC File




it Veeamn Backup 8 Replication Setup

System Configuration Check

Verfication of your system for potential installation problems.

Requirement Status
Microsoft System CLR Types for SQL Server 2014 ﬂ Passed
Microsoft SGL Server 2014 Management Objects Q Fazsed
Microsoft Report Viewer Redistibutable 2015 ﬂ' Passed
Microsoft PowerShell v5.1 @) Passed
Microsoft Universal C Runtime ﬂ Passed
Microsoft .MET Core Runtime 3.1.10 'E;} Failed
Microsoft ASP.MET Care Shared Framewark 3.1.10 / 1':]' Failed

| Your computer does not meet minimum requirements.

s Click the "Install”" button to deploy missing V Install | l Re-check

cBack || Nexts

i3 VWeearn Backup & Replication Setup

Service Account

Specify the account for Veeam Backup & Replication service.

() LOCAL SYSTEM accourt (recommended)

(® The following user account:

~ Type in the user name in the DOMAINYUJSERNAME format, The spedified user
o account must have local administrator privileges on this server,

Usemame: |HDI"-"IE-‘|.|"E| KlZweesambackup e | Browse...
Password: |---u-u| r=\|

<Back || Nedt> || Cancel



b 15

g3 Veeam Backup & Replication Setup

SQL Server Instance

Chooze 5L Server instance to create Yeeam Backup & Replication databases on.

(@) Use existing instance of SQL Server (HOSTNAMEMNSTANCE)

| HOME-VBKIZWEEAMSQL2016 e | " Browse...
Veeam Backup & Replication database: |"u"eeamEadqup |
Connect to SGL Server using
(® Windows authentication credentials of service account
() SGL Server authentication using the Login 10 and password below:
gin |C 83
< Back . Meat = Cancel

itd Weeam Backup & Replication Setup

Ready to Install
The wizard is ready to begin the installation.

Flease note that the update will be installed on the backup server only. To update remate components,
wait for this installation to finish, open the Veeam Backup & Replication console and follow the Upgrade
wizard. Atematively, we can intiate remote components update process for you.

[] Update remote components automatically

Click Install to begin Veeam Backup & Replication installation.

cBack | Trmal ] [ cancd



it Veeamn Backup & Replication Setup —

Completing Veeam Backup &
Replication 11a Setup Wizard

Q Installation succeeded.

Setup has finished instaling Veeam Badwp & Replication on your
computer,

Click Finish to exit the wizard.

< Back Nent 3 [T men

NSl Veeam
L=EN} Backup & Replication 11

Type in a backup server name or [P address, backup service port number,
and user credentials to connact with,

localhost G392
HOME-VBKDZ\ Administrator
Passward

&' | Use Windows session authentication

Save shortcut ———  Connect Close



Chapter 2: The 3-2-1-1-0 Rule — Keeping Data Safe

Master the 3-2-1 Rule
Or, the 3-2-1-1-0 Rule...

Different media of which is off-site

datacsnter l

[coud | [tape |

Storage
— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m Jjob and customize advanced job settings if required.

Name Backup prowy:

|Automat'rc selection | | Choose...
Virtual Machines

Backup repository:

_ ' Scale-out Backup Repository 1 (Created by HOME-VBKOT\Administrator at 2020-0¢ v |
Guest Processing £ 496 GB free of 499 GB Map backup
Schedule Retention policy: |7 E restore points (i ]
. restore points

Summary [ Keep certain full backups

GFSretention policy i= not configured

[] Configure secondary backup destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings. ¥

e | | I [

o [




MNew Backup Job

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m job and customize advanced job settings if required.

Mame Backup prowy:
Automatic selection Choose...
Virtual Machines '
Backup repositony:
Scale-out Backup Repositery 1 (Created by HOME-VEBKOT Administrator at 2020-0¢ ~
Guest Processing = 496 GE free of 490 GB Map backup
Schedule Retention policy: |7 : restore points | £
Summary Keep certain full backups longer for archival purposes Configure...

GF5 retention policy is not configured

[[] Configure secondary backup destinations for this job

Copy backups produced by this job to another backup repository, or tape, We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. |9 lehonce

< Previous Mext > Finizt Cancel

Configure GF5

[] Keep weekly full backups for: weeks

If multiple full backups exist, use the one from: Sunday v
[ ] Keep monthly full backups for: months

Use weekly full backup for the following week of a month: | First e
[] Keep yearly full backups for: years

Use monthly full backup for the following ronth: January W

[ ok | Ccancel




Mew Backup C

Target
-w Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
I:I use map backup functionality to seed backup files.

lob Backup repository:

| Cloud repository 1 (Cloud repositary) w
Objects —

= 4.867TB free of 5.00 TE Map backup

I ...t [f

Baluencie Keep the following restore points as full backups for archival purposes

Schedule Weekly backup: |"'~l |":Ei| Saturday Schedule...
Summary Monthly backup: i_ﬂ'_i:g First Sunday of the month

Quarterly backup: |{!|

First Sunday of the quarter

> B

Yearly backup: First Sunday of the year

Advanced settings include health check and compact schedule, notifications

settings, and automated post-job activity options. :M

| < Previous | | Mext = Finish Cancel

Edit Scale-out Backup Repository

= Capacity Tier
== Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
t:[—— Ij%lj completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MName Extend scale-out backup repository capacity with object storage:

Performance Tier | CLOUDIAN ~ | | Add... |

Placement Policy Define time windows when uploading to object storage is allowed Window...

_ [~] Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
Sommsy the capacity tier as soon as they are created on the perfomance tier.

Mowve backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving clder backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Mowe backup files older than i'.-" E}l days (your operational restore window) | Override,.,

Encrypt data uploaded to object storage
Password:
| Chris default password (Last edited: 6 days ago) v|| Add. |

Manage passwords

| <Previous [ Apply || Finish || Cancel |




Edit Backup Job [Backup Job 1]

Storage
|¥‘ Specify processing prowy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m Jjob and customize advanced job settings if required.
MName Backup proxy:
|Automatic selection | | Choose...
Virtual Machines
Backup repositony:
Siemss I | octoutt Backup Reposior (Crested by Veeam Backur) 4
Guest Processing § 471 GB free of 499 GB Map backup
SeRedile Retention policy: iB IE-_«{ | restore points | [ ]
Summary [] Keep certain full backups longer for archival purposes Configure...
2 weekly

[] Configure secondary backup destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, i_-e;h Aihvaoced |
block size, notification settings, automated post-job activity and other settings. Ak et b cast T
| < Previous | | Mext » Finieh Cancel |

Edit Backup Copy

Target
-* Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups. You can
IZI use map backup functionality to seed backup files.

lob Backup repository:
Objects i Default Backup Repository (Created by Veeam Backup) “
§ 471 GB free of 439 GB Map backup
_ Restare points to keep: |8 ['::H
Data Transfer : y .
[] Keep the following restore points as full backups for archival purposes
Schedule Weekly backup: !4 z : Sunday Schedufe.,
Summary Manthly backup |0 i First Sunday of the month

First Sunday of the quarter

4 b

Quarterfy back

4k

Yearly backup: i0 First Sunday of the year
y i } }

Advanced settings include health check and compact schedule, notifications
settings, and automated post-job activity options.

j + Advanced

I < Previous || MNext > Fimish | Cancel |




Media Pool
Specify the media pool to perform backup to,

Marme hedia pool:

Ltlanta Web Servers Backups (Multiple libraries) V| | Add Mews.,
Backups

Tapes: 16
Incremental Backup

Free space: 88.0 GR
Options Media set: Do not create, always continue using current media set
Schedule Retention: Protect data for 24 Months
St Parallel processing: 2 drives, multiple backup chains

Encryption: Disabled

Export to wault: do not export

WYCORM: False

<Previous | [ Met> || Finish || Cancel

Advanced Settings

Backup Maintenance Storage Motifications vSphere Integration  Seripts

Primary storage integration

Enable backup from storage snapshots
Use storage snapshots (instead of VM snapshots) as the data source for this
job. Using storage snapshots reduces impact on the production
envirenment from VM snapshot commit.

-

[] Limit processed VM count per storage snapshot to (10 |= |
By default, the job will process all included VMs located on the same
datastore from a single storage snapshot.

[] Failover to standard backup

Perform standard backup from VM snapshot if backup from storage
snapshot fails,

Save As Default | OK I Cancel I



Destination
Specify where replicas should be created in the DR site,

MName Host or cluster:

|esx01.tech.|nca| || LChoose.., |

Wirtual Machines

oERER I Resource poot

Metwork |REP|IEBS | | Choose.. |
Pick resource pool for selected replicas

Fe-IP
Wh folder:

lob Settings |vr‘n | | Choose.., |

Fick WM folder for selected replicas
Data Transfer

Datastare:
Seeding [esx01-das3 [752.3 GE free] || cheose.. |
Guest Processing Pick datastore for selected wirtual disks
Schedule
Surnrmnary

< Prewvious | | Mext = | | Finish | | Cancel




Edit Scale-cut Backup Re

Performance Tier

== Select backup repositories to use as the landing zone and for the short-term retention.
S
Name Extents:
Name | Add...
— E‘ Eackup Repo;itgr}r 1 S
Placement Policy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository options, | Advanced

<Previous | [ Net> || Finish || Cancel |




Edit Scale-out Backup Repository

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ahility to restore directly from offloaded backups.

Mame Extend scale-cut backup repository capacity with object storage:
Performance Tier | ?LDUDlAN | Add...
Placement Policy Define time windows when uploading to object storage is allowed Window...

[ Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the perfornance tier.

Summary

[] Move backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than ? _} days (your operational restore window) | Override...

Encrypt data uploaded to object storage
Password:

| Chiis default password [Last edited: 12 days aga) “||  Add.

Manage passwords

< Previous | Apply | Finish || Cancel

rvice Provider

= Service Provider
- SN Type in DN5 name or |P address and a port number received from the service provider, If you are using more than one service
- provider, add a custom description to more easily distinguish between them.

|backups.sewiceprwider.com iE‘IBﬂ @I
Credentials '
Description:
Apply Created by HOME-VBKO1\Administrator at 2020-09-15 8:14 PM]
Summary

[] Allow this Veeam Backup & Replication installation to be managed by the service provider

Select this check box if you have managed backup contract with the service provider you are
adding, and want to allow it to manage your installation remotely.

I
< Previous Mext = Finith | Cancel |



Edit Backup Job [Backup Job 1]

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.

Name Backup proxy:
|Automat£c selection | | Choose...
Virtual Machines
Backup repository:
g ] Cloud epository 1 (Clou epositony) ]
Secondary Target E 4,73 TE free of 3.00 TE Map backup
Guest Processing Retention policy: |3 .‘"5! |re5toze points "l i )
eep certain full backups longer for archival purposes onfigure...
Séhediile ] K in full backups | f hival Confi
2 weekly

Summa
& [v] Configure secondary backup destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, |-'!$'- Advanced |
block size, notification settings, automated post-job activity and other settings. [ S]]

< Previous | | Met = Firich Cancel




Chapter 3: CDP — Continuous Data Protection

o
Weeam COP

Coordinator Service

Backup server

Weear COF Weeam COP
1O filter Proey Service Proy Service IfO filter

Source YWhware Target Whware
Source cluster COP prosy COP prosy Target cluster
VMM )
GuestOS [< Vo /o
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Filter 2
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Overview

.

Coordinator ———

VM VM

VMCI VMCI

ommm o
Filter Filter Filter

yYvyy

v

VMCI ‘
< - VMBus | VM Bus

Proxy L Daemon
Journal Data

BEd -m " = - BEH
x_/ x_/

Target vSphere Cluster

Daemon

Source vSphere Cluster Proxy

Manage Server Tools
Eﬂl:kl.lp Infrastructure Q '__:_-"-_':5 1 an :\-b_.Ei_': name to search for
E Backup Proxies Mame T Type
= Backup Repositories il HOME-VBKD2 Microsoft Windows server
:r_'_:| External Repositories Fi home-vesall.home.lab Whware vCenter server
4 ?i_ﬁ Scale-out Repositories

E_';a Scale-out Backup Repository 1
5 WAN Accelerators
;ia Service Providers
4 & SureBackup
IEI Application Groups
b Virtual Labs
4 | (%1 Managed Servers
& gt VMware vSphere
E- Microsoft Windows




Home

EEX 9 €%

Add Edit Remowve Set Rescan) Manage

Server Server  Server Location = I/O Filters
Manage Server Manage Storage ook

Backup Infrastructure L, Tvpe in an object name to search for
E Backup Proxies Marme T Type
& Backup Repositories g8 HOME-VBKD2 Microsoft Windows server
?‘ External Repositories Eﬁ home-vesall e enter server

4 = Scale-out Repositories = Rescan

Eh Scale-out Backup Repository 1 Remove

£ WAN Accelerators

A 7 E
sl
i7 Service Providers

Manage /O filters...

G

Location 3
4 & SureBackup ED .
| Properties...

& Application Groups
b Virtual Labs
4 {E‘; Managed Servers
> @ Viware vSphere
S Microsoft Windows

1/ Filter Management

Clusters
EEE Select clusters to install vSphere APl for I/C filtering (VAIOQ) filter package to. This filter enables using Veeam Continuous Data
OO Protection (CDP) for Vs running on the corresponding clusters for low RPO, low impact replication.

B Satus | seectal
| %’3 Home-Cluster I/ filter is not installed | S|

Ao | ClearAll |

Summary | Refresh _

< Previous Apply Finish | Cancel |



1/ Filter Management

Clusters
i I EEE Setect clusters to install vSphere AP for I/O filtering (VAIO) filter package to. This filter enables using Veeam Continuous Data
OO Protection (CDP) for VMs running on the corresponding clusters for low RPO, low impact replication.

e —

Apply

Summary

Mame

1 %3 Home-Cluster

Status
I/ QO filter is not installed

< Previols l

| Finish

| selectAll |
[ Clearal |

. Cancel



g

I/C Filter Management

S L] Clusters
EE= Select clusters to install vSphere API for 1/Q filtering (VAIO] filker package to. This filter enables using Veeam Continuous Data
00 Praotection (COP) for VMs running on the corresponding clusters for low RPO, low impact replication.

DS | e tatus Select Al

Apply M B Home-Cluster I/C filter is not installed Clear All
Summary | Refresh

Veeam Backup & Replication

o Install 1/O filter on selected vSphere clusters?

Show clusters | Yes No

\
[P B |



I/O Filter Management

j E .7d Aeply
EE= Please wait while required cperations are being performed. This may take a few minutes...

Clusters

Summary

Message Duration

£ Checking if the host meets |/0 filter installation requirements: home-e...

(] Checking if the host meets /O filter installation requirements: home-e...

(/] Checking if the host meets /O filter installation requirements: home-e...

(] Updating configuration of coordinator installed on cluster: Home-Clu... 0:00:02
2 Updating coordinater configuration on host heme-esxi02a. home.lab... 0:00:01
&) Updating coordinator configuration an host home-esxilda.hame.lab...

(/] Updating coordinator configuration en host home-esxkilla.home.lab...

(] Updating coordinator configuration on host home-esxi03a.home.lab...
OValidat'rng I/Q filter version installed on cluster: Home-Cluster...

£ Creating storage policy Vesam CDP Replication 0:00:10
& Loading clusters...

(/] Getting COP components from cluster: Home-Cluster

(£ Getting I/0 filter on host: home-esxi02a.home.lab

) Getting I/0 filter on host: home-esxi04a.home.lab

2 Getting I/O filter on host: home-esxi0la.home.lab

%) Getting I/0 filter on host: home-esxiD3a.home.lab

(/] Saving I/ filter information...

[v] Rescanning CDP replicas... 0:00:05

| | Cancel

< Previows || Finish




10 Filter Management

E‘ Summary
=E= Please review CDP filter installation results and click Finish to exit the wizard.

Clusters Summary:
}/0 filter was installed on clusters:
Apply Home-Cluster

| Cancel

SoLrce site Target site

a
Ed

Backup server

sl —E —Bl— 1§l

Solrce Wiware Target Whiare
Source cluster COP prosxy COP prosy Target cluster



Source site

Backup server

Target site

Source proxy

ES¥i 1

Target prosy

Target proxy

Source proxy

E i

Manage Prasy Upgrade

Backup Infrastructure Q Tyre

n 6 object name &

Name Type Hestt

B MwareBackupProxy  ¥Munare HOME-VBK0Z home ab
[ Backup Prosy Agent HOME-VBK02 home Iab

[ Extemal Repositories
# [ Scale-out Repositories
[, Seale-out Backup Repository 1
5 WAN Accelerators

{2 Service Providers

5 SureBackup
(1 Application Groups
& Virtual Labs

(81 Menaged Servers

b g VMware vSphere
[Rx Microsoft Windows

.

5

A tome
B8 ey

eg, Storege Infrestructure

@y Tope infrastructure
E]'j Files

Description

Created by Veeam Backup & Repiication
Created by Veeam Backup & Replication

ESHi 2



Backup Infrastructure

E Backup Proxies
E Backup F'.ep:ssitories
?‘ External Repositories
¥ ?‘.ﬁ Scale-put Repositories
E_h Scale-out Backup Repository 1
&3 WAN Accelerators
@ Service Providers
F & SureBackup
& Application Groups
g Virtual Labs
4 (E‘; Managed Servers
» fé:i VMware vSphere
E'-' Microsoft Windows

ﬁ Horme
=] .
@E Inventory

@E'g Backup Infrastructure

Upgrade
Priag,

Manage Proxy Upgrade

Q Type in an object nome to search for

4

MNarne Type Host T
E VMware Backup Proxy  VMware HOME-VEKDZ2.homelab
|__'|E Backup Proxy Agent HOME-VEKDZ.home. lab

|__L|"' Add backup proxy..




Mew Viviware COP Proxy X

Server
Choose a server to act as a VMware CDP proxy. You can choose between Microsoft Windows servers added to the managed
servers which are not assigned a CDP proxy role already. However, they can carry other roles.

| | AddNew..

| HOME-VBK02. home:lab (Backup server)

Cache

Proxy description:
Traffic Rules Created by HOME\administrator at 2021-10-25 £:49 PM.
Review ——

CDP host traffic port: 33032 =
Apply TCP/IP port for communication between the ESXi host and the CDP proxy Server.
Surmmary CDP proxy traffic port: iﬁﬂ_ﬂi_ﬂ

TCR/IP port for communication between source and target CDP proxy servers.

[= Pravious : Fnrsh Cancel
Mew Windows Server =

Name
Specify DMS name or IP address of Microsoft Windows server,

et
[

Credentials i
Description:
Bt Created by HOME\administrator at 2021-10-25 8:52 PM.
Apply
Summary

< Previpus . Finish | Cancel |



Mew VMware CDP Proxy >

Server
Choose a server to act as a VMware CDP proxy. You can choose between Microsoft Windows servers added to the managed
servers which are not assigned a COP proxy role already. However, they can carry other roles.

Choose server:
|home-cdp—prqu]1 {Created by HOME\administrator at 2021-10-25 6:52 PM.) w | | Add New...

Cache
Prowy description:
Traffic Rules Created by HOME\administrator at 2021-10-25 6:49 PM,
Review
CDP host traffic port: 33032 =
Apply TCP/IP port for communication between the ESXi host and the CDP proxy server.
Summary CDP proxy traffic port: i33G33 I-_?:I
TCP/IP port for communication between source and target CDP proxy servers.
< Previous | | Finish [ Cancel |
Mew YViware COP Proxy =
Cache
Specify location and size of the cache used by CDP proxy.
T Folder:
C\VeeamCDP | | Browse...
o
Path Capacity Free
Traffic Rules @c 149.5GB  1338GB
Review
Apply
Summary

Cachesize: 10 [5|GB  «|
We recommend allocating at least 1GB of cache for each protected VM disk.

| <Previous | [ Net> || Fieh | Cancel




Mew Viviware CDP Proxy

") Traffic Rules
f Review network traffic encryption and throttling rules which apply to this proxy.

Metwaork traffic rules control encryption and throttling of network traffic based on the destination.

Server
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.
Cache The fellowing network traffic rules apply to this proxy:
Mame Encryption Throttling Time period Miew
Internet Enabled Disabled
Manage network traffic rules
<Previous | [ Ned> || Fiii | Cancel

MNew Viviwars COP Proxy

Traffic Rules
Review network traffic encryption and throttiing rules which apply to this proxy.

Network traffic rules control encryption and throttling of network traffic based on the destination.

Server
Throttiing is global, with set banduwidth split equally across all backup proxies falling into the rule,
Cache The following network traffic rules apply to this proxy:
_ Name Encryption  Throttling Timie period View
Review
Apphy
Summary

‘Manage network traffic rules

Global Network Fraffic Rules X
Metwork traffic rules:
MName Encryption Throttling  Time period |_Md~_
Internet Enabled Disabled | tdn
[ Remove
[Metbore | ]

[] Use multiple upload streams per job: !5 EI

Improves job performance through better utilization of high-latency links, Disable this option if you are
running a large amount of concurrent jobs, or for networking equipment compatibility purposes.




Mew Viviware CDP Proxy
Review

Review the settings, and click Apply to continue.

Server

Cache

Traffic Rules

Summary

Mew VMware CDP Proxy
Apply

Server

Cache
Traffic Rules
Review

Summary

Server name: home-cdp-proxy01
Server type: Virtual (VMware)
Cache size: 10 GB

Cache path: C\VeeamCDP

The following components will be processed on home-cdp-proxy(1:

Component name

Status

Transport already exists
Veeamn CDP will be installed
< Previous | | Apply I Fimish Cancel |

Please wait while we are installing and configuring required components. This may take a few minutes...

Message

) Starting infrastructure item update process

@) Creating temporary folder

(/] Package VeeamCdpProxy.msi has been uploaded

(/] Installing package Veeam CDP

) Deleting temporary folder

2 Registering client HOME-VBKOZ for package Transport

[v/] Registering client HOME-VBKOZ for package Veeam CDP

[v/] Discovering installed packages

@ an required packages have been successfully installed

) Checking Veeam CDP service state

[v/] Configuring Veearn CDP service

® Creating configuration database records for Veearmn CDP proxy
[v/] Creating configuration database records for installed packages
) Veearn CDP proxy created successfully

Duration

0:00:03

0:00:04

< Previous |I Mext > |[ Filﬁ'ih H Cancel




Backup Proxy

Add  Edit Disable Remove g
Proxy = Proxy Proxy Proxy Proxy
Manage Proxy Upagrade
Backup Infrastructure Q Type in an object neme to search for
MName Type
= Backup Repositories E” home-cdp-proxy01 Vhdware CDP

cn.—:" External Repositories |__'|'_|E| Backup Proxy Agent

F %f: Scale-out Repositories E VMware Backup Proxy  VMware
Eh Scale-out Backup Repository 1
&5 WAN Accelerators

;E,' Service Providers
4 & SureBackup

& Application Groups
b Virtual Labs

4 @] Managed Servers
B tﬁi VMware vSphere
E- Microsoft Windows

ﬁ Home

E'I
El:l Inventony

'EE'E Backup Infrastructure

Host T
home-cdp-proxy01
HOME-VEKOZ.home.lab
HOME-VEKOZ2.home.lab



Np
View

Y FH B B[O

Backup Replication CDP | Backup Copy
lob = lob~  Policy | Copy~ Job~

Primary Jobs

Auxiliary Jobs

Home

T2 Backup

4 == Backups
=¥ Disk

] [% Last 24 Hours
@ Success

['::1 Warning

A E PN

[E:] [ =)

Restore Failover |mport Export

= Plan~ | Backup Backup
Restore Actions

Q Type in an object name to search for

Mame T

@ Agent Backup Job 1
{8} Backup Job 1

Type
Windows Agent Backup
Wilware Backup

% Backup ]

-E Replication 3

52 CDP poligy..

% Backup copy  » L‘x’
VM copy...

|'_':ﬂ File copy...

& Addview...




Mew COP Policy >
Name

Specify the name and description for this policy, and provide information on your DR site.

I oo

[coP Palicy |
Wirtual Machines
Description:
Destinaticn | Created by HOMEBE\administrator at 2021-10-25 7:31 PM.
Policy Settings Show advanced controls:
] Replica seeding (for low bandwidth DR sites}
Schedule [ ] Network remapping (for DR sites with different virtual networks)

Gt Proceasing ] Replica re-IP {for DR sites with different IP addressing scheme)

Summary

Brevioi | [ Nea> | [TERR [ Concel

Mew CDP Policy

Name
Specify the name and description for this policy, and provide information on your DR site.

|cDP Policy 1
Virtual Machines
Description:
Destination Created by HOME\administrator at 2021-10-253 7:31 PM.
Metwork
Re-IP Show advanced controls:
e 1 Replica seeding (for low bandwidth DR sites)
eedin
2 [ Network remapping (for DR sites with different virtual networks)
Policy Settings [~1: Replica re-IP ffor DR sites with different [P addressing scheme);
Schedule

Guest Processing

Summary

Pebciols | [ Nea> ][ EnEh | | Cancd




Mew CDP Policy x

Virtual Machines
Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.

Name Virtual machines to replicate:
MName Type Size
_ ;0 synology-storage-console Virtual Machine 4.57 GB
Destination
Policy Settings Exclusions...
Schedule

Guest Processing

Sumrmary

\WM selected from Source cluster,

Recalculate

Total size:
4.57 GB

<previous | [ Net> | feeh | Cancel




Mew COP Policy

Destinati
Specify where replicas should be created in the DR site,

Marne Host or cluster:

Virtual Machines

Policy Settin

Schedule

Guest Processing

Surnmary

|hume-mﬂ2&.hume.iﬂh || Choosze...
Resource pool
|REGUICE || Choose...
VM folder:
|1.rm | E Choose...
Datastore:
|Synology-NAS [14.5 TB free] || Choose...
Pick datastore for selected virtual disks

| <Previous || Nea> || Eih | Cancel




Mew CDP Policy X

Policy Settings
Choose how VM data should be transferred to the target site, specify replica name suffix and customize advanced policy settings
if required.
MName Data transfer
When replicating between sites, we highly recommend that you deploy at least one backup proxy
Virtual Machines server locally in both sites to allow direct access to storage.

Destination

Schedufe
Guest Processing

Summary

| | Choose... |
Target proxy:
|Aufumaiic selection | | Choose... |
Verify whether currently available resources can handle CDP activity Test

Replica settings

Replica name suffic |_replica

Use advanced policy settings to set notification options.

< Previous | | Next > Fitirsh | Cancel
MNew CDP Policy b
Policy Settings
Choose how VM data 5  CDP Infrastructure Assessment »  pustomize advanced policy settings
if required.
CDP proxy requirements:
Marme MNarme Required
e { Source Proxy CPU AvCPU gerdat lesist one backop prow
e et Source Praxy RAM 210 KB (8 GB available)
Destination Source Proxy Bandwidth 54 KB/s (800 MB/s available }
Target Proxy CPU 4vCPU || Choose.. |
_ Target Proxy RAM 405 KB (8 GB available)
Target Proxy Bandwidth 54 KB/s (2 GB/s available)
Schedule | | Choose |
. Bandwidth requirements:
Guest Processing
VM Name Required
Summary Er_l synology-storage-console 54 KB/s
Advanced

<Previous | | Next>

Finish

: | Cancel |




MNew CDP Policy X

Schedule
Specify policy scheduling and retention options.

Name Recovery point objective (RPO): 15 E Seconds o Schedule...
Virtual Machines RPO defines the maximum acceptable data loss in T

case of a protected VM failure. Reparting

Destination Short-term retention

Policy Settings Enable point-in-tirme recovery within: |"'1l E| | Hours 5. |

Defines how far back you can go from the latest state for a point-in-time recovery. The bigger this
interval is, the more disk space is required on the target datastore to store the |/0 journal.

Guest Processing Long-term retention

Surmmary Create additional restore points every: a s~| hours Schedule...
Keep these restore points for: 7 E days

Defines how granular and how far back can you roll your replica VM state.

< Previous | | Mext > ._ Fimsh W | Cancel
MNew CDP Policy >
Schedule
Specify policy scheduling and retention options.
Name Recove int objecti ' 15
ry point objective (RPO): =] |Seconds ~ || Schedule...
Virtual Machines RPO defines the maximum acceptable data loss in
case of a protected VM failure.
Destination Short-term refention
Policy S RPO Reporting
- [~ Mark policy as warning, if the specified RPO exceeded by |2 E |SECﬂnds ~ | (13% of RPO) [this
[~ Mark policy as error, if the specified RPO exceeded by 2 E |Secar|.nls w | (20% of RPO}
Guest P
e fule...
[ ok ]| cance |

T T =

Defines how granular and how far back can you roll your replica VM state.

< Previous || Mext = _F_II‘HE['I | Cancel




Mew CDP Policy X

Guest Processing
Choose guest O5 processing opticins available for running YiMs.

Mame Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the 05 to perform required application restore steps upon first boot,

T Customize application handling options for individual machines and applications | Applications... |
Destination e

Guest interaction proxy:

Policy Settings |Au‘iomatic selection | | Choose... |
Schedule Guest OS5 credentials:

_ | | home\administrator (home\administrator, |ast edited: s 3go) Add... ‘

Manage accounts
Summary Customize guest OS5 credentials for individual machines and operating systems Creden'tials...J

Verify network connectivity and credentials for each machine included in the job Test Now

< Previous || Apply |I Finesh | Cancel |




Mew CDP Policy

Summary
Surnrmary

Mame

Virtual Machines
Destination
Policy Settings

Schedule

Guest Processing

CDP Policy

Surnmary:

[Name: CDP Policy 1
Type: COP
Source items:

Replica destination:
Cluster: Home-Cluster
Rescurce pool: Resources
VM folder: ven
Datastore: Synology-MAS [14.5 TE free]
Replica suffic _replica
Source proxies: Automatic selection
Target proxies: Automatic selection

Recovery point objective (RPO}): 153 second(s)
Enable point-in-time recovery within: 30 minute(s)
Long-term retention
Create additional restore point every: 12 hours
Keep these restore points for: 1 days

[~] Enable the policy when | click Finish

synology-storage-console (home-vesall.home.lab)

hext = Finish

< Previous

I | Cancel

Statistics Report = Edit Disable Delete
Info Manage CDP Policy
Home Q) Type in an object name ta search for All jobs
4 T Jobs Name T Type Object Status Last Run Last Result Next Run
42 Backup 18+ Agent Backup Job 1 Windows Agent Backup 1 Stopped 16hoursago  Success 2021-10-26 T1:00PM
4 coP 8} Backup Job 1 VMware Backup ¥ 17hoursago  Success 2021-10-26 10:00PM
4 E Backups 46t Backup Job 2 VMware Backup 1 19 minutesage  Success <not scheduleds>
2% Disk 4 CDP Policy 1 cop 1 <Continuous>
£ Replicas
4[5 Last 24 Hours %
[} Running (1}
[ Success DATA RPO STATUS THROUGHPUT (LAST 5 MIN)
%) Warming
(5 Failed Total size: 0B sLA: N/A Success: (]
Read: 0B Max delay: N/A Warnings: o
ﬁ e Transferred: (i1:] Bottleneck: N/A Errors: [ ]
5@ Inventory
Name Status Action
\fg‘g Backip Infrastructure (®) synology-storage-con...  Initial sync

Target

Scale-out Backup Repasitory 1
Scale-out Backup Repository 1
Default Backup Repository
home-esxi02a.home lab



CDP Policy 1

Last 24 hours (all VMs)

Data RPO Status
Total size: 16 GB SLA: 100% Success: 1
Read: 10.6 MB Max delay: 0 seconds Warning: 0
Transferred: 4.8 MB Bottleneck: Mone Errors: 0
Throughput {last 5 min)

Speed: 0 KB/=
Last sync session
Name Stahes Durtion:  00:00 Read: 118 KB
(¥) synology-s... Syncing Bottleneck:  Mone Transferred: 54 KB
Last peniod
RPO / Sync sessions
SLA: 100% & Success: 65 M
Max delay: 00:00 Warning: 0
Bottlenecks  MNone Errors: 0
Duration Data
Average: 0007 Average:  73.1KE
Maximurn: 0000 Maximmum: 3095 KB
Sync intervali 00115 Total: 4.8 MB
|t:’ Errors ‘ | I Warnings| |£3' 5uccess|
Action Duration i
2 Required backup infrastructure resources have been assigned
) VM info has been updated successfully 00:05
2 Source agent has been started successfully 00:04
2 Replica VM has been configured successfully 00:50
() Source infrastructure is COP ready 00:00
) Replica VM has been configured successfully 00:27
£ Getting the replica VM., 00:41
&2 Target configuration has been processed successfully 00:10 w

Hide Details QK



Chapter 4: Immutability — Hardened Repositories

Mew Backup Repository b 4

Repository
Type in path to the folder where backup files should be stored, and set repesitory load control options.

Mame Location
Path to folder:
|fbackupsfvbkﬂ2 Browse..,
= Capacity:  <Unknowns - F;opt:rl-ate

S Free space: <Unknown>

Mount Server

Use fast cloning on XF5 velumes (recommended)

Ratiim Reduces storage consumption and improves synthetic backup performance.
Make recent backups immutable for: |7 _
Apnly o L
i Protects backups from modification or deletion by ransemware or hackers. GF5 full backups are
made immutable for the entire duration of their retention policy.
Summary &
Load control
Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts, Control storage device saturation with the following settings:
Limit maximum concurrent tasks to: |4
[] Limit read and write data rate to: [1 || MBYs
Click Advanced to customize repository settings. |15} Advanced |
| < Previous | Mext » Firizt | Cancel
New Linux Server X
55H Connection
Provide credentials for service console connection, and adjust secure shell (S5H) port number using advanced settings if
E& required.
=
MName Credentials:

“

Manage accounts Linux account...

Review Linux private key...
Apply _b Single-use credentials for hardened repasitory...
Summary

Customize advanced connection settings, such as 55H and data mover ports Advancsd,

: < Previous Net> | Firmsi | Cancel




New Linux Server *

S55H Connection

Provide credentials for service console connection, and adjust secure shell (55H) port number using advanced settings if
== required. :
— Credentials X
Name

r@ Username: |veeamrepouse!
L B

i Spor 2]

Apply Non-root account

| Elevate account privileges automatically

Summary Add accountta the sudoers file

] Use “su” if “suda” fails

Root password:

Description:

VEEAMmrepouser

[ ok ]| cancel |

Advanced

(oo ] [ e ] [N [ G|

Add Backup Repository

Select the type of backup repository you want to add.

== Direct attached storage
BE] Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

= MNetwork attached storage
E Metwork share on a file server or a NAS systermn. When backing up to a remote share, we recormmend that you
select a gateway server located in the same site with the share,

:x  Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DX If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

s~ Object storage
= On-prem object storage system or a cloud object storage provider. Object storage based repositories can only be
used for Capacity Tier of scale-out backup repositories, backing up directly to object storage is not currently
supported,

Cancel



@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository,

mE Microsoft Windows
M Addslocal server storage presented as a reqular volurne or Storage Spaces, For better performance and storage
efficiency, we recommend using ReFs,

Linux
& Adds local server storage, or locally mounted MFES share, The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel

Mew Backup Repesitory

| Backup Repository 2

Server st
Description:

Clients X, Y, 7]

Repository
Meunt Server

Review

Apply

Surnmary

< Previous Mext > Firiish [ cancel




Name
Specify DN5 name or IP address of Linux server. The server must have 55H and Perl installed.

[

55H Connection

Description:
Created by GUBOV-DEV-VBEOT\Administrator at 2020-10-16 8:56 PM.

Surmemary

< Peaviols Mext = Finish | Cancel



Mew Backup Repository

Server

=== Choose repository server. You can select server from the list of managed servers added to the console.,

=
F===x]

MName
Repository
Mount Server
Review
Apply

Summary

Repository server:

 home-xfsrepoll.home.lab (Created by HOME\administrator at 2021-11-03 .39 PM ~ | | Add New... |

=

Path Capacity Free ™
@/ [/dev/mapper/vgubuntu-root) 501.3GB 468.2 GB
| @ /backups (/dev/sda) : 10235GB  977.8GB
@ /boot/efi (/dev/sdb1) 511 MB 511 MB
@ /dev (udev) 1.9GB 19GB
@ /dev/shm (tmpfs) 1.9GB 1.9GB
@ /run (tmpfs) 390.1 MB 3384 MB
@ /run/lock (tmpfs) 5MB 5MEB
@ /run/user/125 (tmpfs) 390.1 MB 3%0.1 MB
fsnap/bare/5 (/dev/loopl) 128 KB 0B
[snap/core18/2128 (/dev/loop2) 55.5 MB 0B
Jenap/core18/2246 (/dev/loop9) 55.5 MB 0B
/snap/gnome-3-34-1804/66 (/dev/loop3) 219 ME 0B
fsnap/gnome-3-34-1804/72 (/dev/loopd) 219 MB 0B

/snap/gtk-common-themes/1515 (/dev/loop5) 65.1 MB 0B
< >
< Previous | | Mext > Finish

Populate

|



MNew Backup Repository *

=— Repository
E:j Type in path to the folder where backup files should be stored, and set repository lead control options.
=

Mame Location
Path to folder:
Server |Ibackupsfbackups/vbkﬂ2] | | Browse...

S = v o ropae
== Free space: <Unknown>

Maount Server )
Use fast cloning on XF5 volumes (recommended)

Rt Reduces storage consumption and improves synthetic backup performance.

Make recent backups immutable for i'.l" EE, days

Lpnl —
PEY Protects backups from moedification or deletion by ransomware or hackers. GFS full backups are

s made immutable for the entire duration of their retention pelicy.
ummary
Load control

Running too many concurrent tasks against the repository may reduce overall pefformance, and
cause /0 timeouts. Control storage device saturation with the following settings:

[ Limit maximum concurrent tasks to: :4

[] Limit read and write data rate to: i1

Click Advanced to customize repository settings. | Jf? Advanced |

.<Previuus || Mext = Finish | Cancel |




Storage Compatibility Settings

[] Align backup file data blocks

Allows to achieve better deduplication ratio on deduplicating storage devices
leveraging constant block size deduplication. Increases the backup size when
backing up to raw disk storage.

[] Decompress backup data blocks before storing

WM data is compressed by backup proxy according to the backup job
compression settings to minimize LAN traffic, Uncompressing the data before
storing allows for achieving better deduplication ratio on most deduplicating
storage appliances at the cost of backup performance,

[] This repository is backed by rotated hard drives

Backup jobs pointing to this repository will tolerate the disappearance of
previcus backup files by creating new full backup, clean up backup files no
longer under retention on the newly inserted hard drives, and track backup
repository location across unintended drive letter changes,

[] Use per-VM backup files
Per-VM backup files may improve performance with storage devices benefiting

from multiple /0 streams. This is the recommended setting when backing up to
deduplicating storage appliances.

Mount Server

Specify a server to mount backups to when performing advanced restores (file, application itern and instant VM recoveries),
Instant recoveries require a write cache folder to store changed disk blocks in.

MName Mount server: .
!home—vbkﬁ'l Jhome.lab (Backup server) v | | Add New... |
- itk futniao S e ot b i |
Instant recovery write cache foldern
Repository |F:\ProgramData\‘u"eeam\Eackup\IRCache\ | | Browse... |

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instanthy
recovered VMs, We recommend placing write cache on an 55D drive.

Review Enable vPower MNF5 service on the mount server (recommended) Portz... |
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.

Apply vPower NF5 service is not used for instant recovery to a Microsoft Hyper-W VM,

Summary

< Previous | | MNext = | Finish Cancel



=== Please review the settings, and click Apply to continue.

==

=

MName The following components will be processed on server home-vblkd1.home.lab:
Component name Status

Server .
Transport already exists

Repository vPower NFS already exists
Mount Server already exists

Mount Server

[ Search the repository for existing backups and import them automatically
[~ Import guest file system index data to the catalog

l < Previous || Apply | Finish . Cancel




Home Backup Repository

—

(T

Add Edit
Repository Repositony
Manage Repository

|

Backup Infrastructure Q Type in on object nome to search for
Backup Proxies Mame T Type
EI_B'EEP epositories E:= Backup Repository 1 Windows
~ 55, External Repositories Ei= Default Backup Repository  Windows
4 Eﬁ' Scale-out Repositories :-E_ Linux Hardened Repository  Linux

g‘?ﬁ Scale-out Backup Repositorny 1
&% WAMN Accelerators
:E} Service Providers
4 & SureBackup
& Application Groups
db Virtual Labs
4 f?E"i Managed Servers
P fé’! WMware vSphere
Fi= Microsoft Windows

E}' Linux

ﬁ Horme
E‘ T
@3 Inventory

E’g Backup Infrastructure




(%

(9

(9

& cop

=: Backups
=¥ Disk

EFJ Replicas
EY Ready

[a Last 24 Hours
|'f; Running (1)
@ Success
[ Warning

E &0

Backup Copy
Policy | Copy~ Job~

Auxiliary Jobs

4

2

7 N

Veeamn Backup and Replication

[E==] =) - [
Restore Failover Import Export
* Plan~  Backup Backup
Restore Actions
Q Type in an object name to search for All jobs
Name T Type Objects Status
@- Agent Backup Job 1 Windows Agent Backup i Stopped
@ Backup Job 1 Viware Backup 2 Stopped
@ CDP Policy 1 cop 1 Syncing

irtual machine...

i
Replication
& CDP policy..
Li;] Backup copy
LJ'% VM copy...
ﬁ] File copy...
& Addview..

R =hEEARE |

Windows computer...

Linux computer...
Mac computer..,
Unix cormputer...

File share...




Mew Backup Job
Name

Type in a name and description for this backup job.

Virtual Machines
Storage

Guest Processing
Schedule

Surmmary

Name:

Backup Job - Hardened Repository

Description:

Backup job to use Hardened Linux repository]

[] High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

Finizh Cancel

« Pravioue Mext =
Mew cup lob . w
ew Backup Jok Add Objects %
Virtual Machine|
Select virtual ma . = that automatically changes
- I Select objects: e = ¥ g
: m as you add new R B OBRHELH
v E‘E'_i Home-Cluster Lol
R ¥ E home-esxi0la.home.lab
» E home-esxilZa.home.lab Add...
 Vitual Machines S| » B home-esi3anomeisb
L]
» E home-esxilda.heme.lab S
Storage =
0 heme-cdpproxy01
Guest Processing Ei home-cdpproxy02 | Exclusions...
(i home-dcD1
Schedule Ei home-dcD2 0
Ei home-freenas(l P
Summary i 3D
2 horne-kubel2 aln
151 home-kube03
Eﬂ home-proxy01
Ei home-refsrepol
Ei home-runecast0]
Eﬂ heome-vbki1
Ei home-vbk02 Recaiculats
Ei home-vesall v
| Y PR
Total size:
|-*" Type in an object name to search for Q | 0B
| - | Finishy | Cancel




New Backup Job #

Storage
& Specify processing prowy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.
MName Backup proxy:
|Au‘tomatic selection | | Choose...
Virtual Machines
Backup repositary:
| Linux Hardened Repository (Linux XFS Repository Server) o |
Guest Processing E 977 GB free of 0.99 TE Map backup
Sehadile Retention policy: |'.-" ,ijl |:iays r | 5]

Summary Keep certain full backups lenger for archival purposes

(GF5 retention policy is not configured

Configure GFS >
ecommend to make

[ Keep weekly full backups for: |1 = | weeks i

If rultiple full backups exist, use the one from: Sunday

-

months

-

[] Keep monthly full backups for: |

Use weekly full backup from the following week of a month:  First ‘:‘;’" Advanced |

[] Keep yearly full backups for: 1 5| years

Use monthly full backup from the following month: January = 5 Cancel :

| Save As Default | oK || Concel




Mew Backup lob

Summary
The job's settings have been saved successfully. Click Finish to exit the wizard.

hiaine Summary:

Mame: Backup Job - Hardened Repository
Virtual Machines Target Path: /backups/backups

Type: VMware Backup
Storage Enable gpplication—aware processing

Source iterns:

; home-dcd1 (home-vesall.home.lab)

Guest Processing

Cornmand line to start the job on backup serven
Schedule

"C\Program Files\Veeam'\Backup and Replication'\Backup\Veearn.Backup.Manager.exe” backup
Thef08f4-4dd8-4f27-8079-086a3 1cf1cc2

[4] Run the job when | click Finish

< Previous

Cancel

Veeam Backup and Replication

Backup

» By At B N QO

Instant Instant Disk Entire Virtual VM Guest App‘ll‘ca‘t\on

Amazon Microsoft Google

Recovery Recovery VM Disks Files Files~ [tems~ ECZ  Azurelaas CE
Restore Restore to Cloud
Home Q Type in an object neme to seq| Remeving backup L >
- Job Name T MName: Backup Deletion Job Status: Warning
B I% Agent Backup Job 1 Action type: Backup Deletion Start time:  2021-11-08 3:52:54 PM
'fg"l cop - I% Backup Job - Hardened Rep| Initiated by:  HOME\administrator End time:  2021-11-08 3:53:01 PM
a el (51 home-dc01
b 2 Backup lob 1 teg
4 [ Replicas Message Duration
@ Ready () Starting backup deletion job
4 E"& Last 24 Hours (] Preparing objects for deletion
[3 Success 2 Building tasks list
ﬁ Warning ) Processing backup 1 out of 1 (100% done} 0:00:04
w [home-dc01] Backup has been removed successfully 0:00:02

1. Unable to delete 1 immutable backups for VIV home-dc01, fi—
4. Backups can be deleted after 2021-11-15 3:36 PM Ml ss———

(2 Linux Hardened Repository: D deleted, 0 skipped, 1 warned, 0 failed

1. Job finished with warning at 2021-11-08 3:53:01 PM

ﬁ Home
@:‘ Inventary




Chapter 5: Backup Enhancements — Jobs, Copy Jobs, Restores,
and More

Mew Backup Job X

Name
Type in a name and description for this backup job.

MName:
Backup Job 3
Virtual Machines
Description:
Storage Created by HOME\administrator at 2021-11-15 417 PM.
Guest Processing
Schedule
Summary

b1 High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.




Edit Backup Job [Backup Job 1] >

Storage
I*‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
- m job and customize advanced job settings if required.

Narne Backup proxy:
|Autamalic selection | | Choose... |
Virtual Machines
Backup repository:
_ | Scale-out Backup Repository 1 (Created by HOME-VEKO2\Administrator at 2021-0¢ |
Guest Processing § 1.89TB free of 1.99 TB Map backup
Schedule Retention policy: 7 2] | restore points v | @

Summary

[] Keep certain full backups langer for archival purposes
GFS retention policy is not configured

Configure GFS
mmend to make
[+ Keep weekly full backups for: weeks =
If multiple full backups exist, use the one from: Sunday ~

[~] Keep monthly full backups for: months
Use weekly full backup from the following week of a month: {6F Advanced

[~] Keep yearly full backups for: yEears
Use monthly full backup from the following month: January e ]

][ e

Mew Backup Copy Job

Target
-W Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can

IZ' use map backup functionality to seed backup files.

lob Backup repository:
| Default Backup Repository (Created by Veeam Backup) x|
Chjects = |
= 984 GEfree of 143 GB Map backup
Restore points to keep: 7 E
Data Transfer ; - .
Keep the following restore points as full backups for archival purposes
Schedule Woeekly backup: 4 Saturday | Schedule...
Summary Monthly backup: 0 First Sunday of the month

Quarterly backup: |0 First Sunday of the quarter

Yearly backup: {0 First Sunday of the year

Advanced settings include health check and compact schedule, notifications

settings, and automnated post-job activity cptions. i fiancedt|

| < Previous Mext » Finist | Cancel



Edit Backup Job [Backup Job 1] s

Storage
— % — Jpecify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
: m job and custorize advanced job settings if required.

Maims Backup prowuy:
|Automaiic selection | | Choose...

Virtual Machines
Backup repositony:

_ | Scale-out Backup Repository 1 (Created by HOME-VBKO2\Administrator at 2021-0€ |

Guest Processing § 1.89 TB free of 1.99 TB Map backup
Schedule Retention policy: |7 [2 |restore points v | €

Summary [~] Keep certain full backups longer for archival purposes

GFS retention policy is not configured

Configure GFS

[¥] Keep weekly full backups for: weeks

If multiple full backups exist, use the one from: Sunday w

[« Keep monthly full backups for: months
Use weekly full backup from the following week of a month: i@}.ﬂd\'ahced

[v] Keep yearly full backups for: years
Use monthly full backup from the following month: m ]

mmend to make
e,

Save As Default [ ok ]| cance |




Mew Backup Copy Job x

Job

3 Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
- data. Type in a narne and description for the job, and specify backup copy interval.

E -

Eiacl-:m Co b |
Objects
Description:
Target | Created by HOME\administrator at 2021-11-15 7:24 PM. |
Data Transfer Copy mode:
Schedule . - - - - - . -
Copies every restore point as soon as it appears in the primary backup repository. This mode will
5 copy all backups created by selected backup jobs, including transaction log backups.
urmmary

") Periodic copy (pruning)

Penodically copies the latest available restore point only. This mode also allows for selecting which
backups to process, enabling you to further reduce bandwidth usage.

< Bravious J | Next > | l Finish J | Cancel

Target

-w Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can

use map backup functionality to seed backup files.

Job Backup repository:

Backup Repository 1 (Created by (0 0 at 2021-11-16 3:39 PM)) v
Objects —

= 0.99TE free of 0.99 TEB Map backup
Data Transfer

[] Keep the following restore points as full backups for archival purposes

Schedule Weekly backup: 4 | Saturday Schedute..,

Summary Monthly backup: First Sunday of the month

CGuarterly backup: First Sunday of the quarter

Yearly backup: First Sunday of the year

Advanced settings include health check and compact schedule, notifications
settings, and automated post-job activity options. 9 Advanced

< Previous || Mext > || Finizh | || Cancel |




Mew Backup Copy Job bt

Target
-W‘ Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
I:l use map backup functionality to seed backup files.

lob Backup repository:

i Default Backup Repository (Created by Veeam Backup) v
Dbjects - ;

= bBB.1 GEB free of 143 GB Map backup

Retention policy: iE :_"‘3'11| days =

Data Transfer ' 3
eep certain full backuy, Urposes Configure..
[ Keep v flfbakpsrﬂme oints purp “anfig
Schedule GFS retention pelicy s not canfigure
Summary

Advanced settings include health check and compact schedule, notifications settings,

and automated post-job activity options. m

| < Previous || Mext = Fimish | Cancel |




Chapter 6: Expanded Object Storage Support — Capacity and

Archive Tiers

E ©

Bucket
Amazon with
s3 Objects
Scale-Out Backup Repository
Performance Capacity Archive
Tier Tier Tier
E— ({—
I =
I I
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Amazon 53
DAS — == Glacier
1] = Deep
-_ Archive
] S3-compatible
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| [
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— Blob Storage
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Azure Blob
r 3
[ C/-
[Ie— \
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I
== IBM Cloud
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appliance  J NEW
Google Cloud
Older backup files Storage




Home

Backup Repository

%’,l' :'_I 2.,
== =
Add Edit
Repository Repositon
Manage Repository

Backup Infrastructure Cl Type in an obj e b

Backup Proxies

= Backup Repositories Ez= Backup Repository 1

|

0

S, External Repositories Ex= Default Backup Repository

Y Google Cloud Storage
E"&. Linux Hardened Repository
Ei= Win2022 - ReFS

4 Eﬁ Scale-out Repositories
% Scale-out Backup Repository 1
£n WAN Accelerators
:i} Service Providers
4 & SureBackup
& Application Groups
gb Virtual Labs
4 t“E’! Managed Servers
b & VMware vSphere
E» Microsoft Windows

EQ. Linux

ﬁ Home

E@ Inventory

F?E'g Backup Infrastructure |

Type

Windows

Windows

Google Cloud Storage
Linux

Windows



Backup Repository

: - n
= (
=

Add Edit
Repository Repository
Manage Repository

Q Type in an object name to search for

H Backup Proxies Name T Type
~ Backup Repositories E7= Backup Repository 1 Windows
Ca External Repositories Efa Default Backup Repository ~ Windows
4 53 Scale-out Repositories ) Google Cloud Storage Google Cloud Storage
£+, Scale-out Backup Repository 1 €A Linux Hardened Repository  Linux

&» WAN Accelerators £2« Win2022 - RefFS Windows
/) Service Providers
4 4 SureBackup
=2 i
IE] T oty Gt =  Add backup repository...
gb Virtual Labs e

4 (£3 Managed Servers
> & VMware vSphere
[Fl« Microsoft Windows
E{) Linux

/ﬁ\ Home

g8
@i Inventory

I;E"g Backup Infrastructure I




Add Backup Repository

Select the type of backup repository you want to add.

-

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance,

il
i

== MNetwork attached storage

~ Metwork share on a file server or a NAS device, When backing up to a remote share, we recornmend that you
select a gateway server located in the same site with the share.

smgms  Deduplicating storage appliance

E Dell EMC Data Domain, ExaGnd, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead,

%  Object storage

lﬁ On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel




@ Object Storage

Select the type of object storage you want to use as a backup repository.

|En| 53 Compatible
Adds an on-premises object storage system or a cloud object storage provider.

dWs  Amazon 53

Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage. Both Standard and Mearline storage classes are supported.

L

IBM Cloud Object Storage

Adds IBM Cloud object storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported.

K0

I_s Microsoft Azure Storage

Adds Microsoft Azure cloud object storage, Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

Cancel

@ Amazon Cloud Storage Services

Select the type of Amazon storage you want to use as a backup repository,

~ - Amazon 53
Adds Amazon 53 storage, Both Standard and Infrequent Access (1A) storage classes are supported,

Amazon 53 Glacier
Adds Amazon 53 Glacier storage. Both Amazon 53 Glacier and Glacier Deep Archive are supported.

o)

AWS Snowball Edge
Adds AWS Snowball Edge appliance to enable seeding of backups into Amazon 53 object storage.

[0

Cancel



Mew Object Storage Repository

Mame
Type in a name and description for this object storage repository.

Mame:

Amazon 53 Glacier - Deep Archive]

Account o
Description:
Buischat Archive Tier repositony
Prowy Appliance
Summary

<Previois | [ Neas | [ Finish

| Cancel

New Object Storage Repository

Account
Specify an AWS account to connect to Amazon 53 bucket with.

MName Credentials:
Bucket Access key: || |
Proxy Appliance E! Secret key: | | V|
i Description:
B0 [ coneat |
 HOME-VBKOZ hormy v

Select 3 gateway server to prowy access fo Amazon 53 Glacier, The gateway senver is used for
management traffic only, sl object storage data traffic will remam within Amazon data centers, If
na gateway server is specified, backup server must have direct Internet access.

< Previous | | Mext = | | Finish | | Cancel




MNew Object Storage Repository hed

Account
Specify an AWS account to connect to Amazon 53 bucket with.

MNarne Credentials:
|74 AKIAUR4XS2HGIGOLSMHX (last edited: 1 day ago) v [ Add. ]
Manage cloud accounts
Bucket AWS region:
Global v
Proxy Appliance
Summary
[] Use the following gateway server:
 HOME-VBK02.home fab (Backup server) |
Select a gateway server to proxy access to Amazon 53 Glacier. The gateway server is used for
management traffic only, all object storage data traffic will remain within Amazon data centers. If
no gateway server is specified, backup server must have direct Internet access,
< Previous | | Mext > | | Finish | Cancel
Mew Object Storage Repository x
Bucket
Specify an Amazon 53 bucket.
MName Data center:
| Canada (Central) 1o |
Account
Bucket:
|veeam-deep-archive-homebab | | Browse... |
Folder:

Prowy Appliance

|I}ackups || Browse... |

Summary
[] Make backups immutable for the entire duration of their retention policy

Protects backups from modification or deletion by ransomware, hackers or malicious insiders using
native object storage capabilities.

[+ Use the Deep Archive storage class

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups.

<Previous | | Net> || || Cancel |




MNew Object Storage Repositary x |

Proxy Appliance Proxy Appliance Settings X
Specify proxy appliance deployment settings. We will provision appliances on-demand to transform the archived data te and
from the cost-effective long-term storage format. ECZ mdanie e
‘Oplimal (recommended) (4 vCPUs, 16.00 GB mem
MName To archive data to Amazon Glacier in a cost-efficient way, a proxy appliance will be deployed with the
following network resources created automatically: VPC, subnet and security group. =
e
Account Extreme (16 vCPUs, 32.00 GB memory)
Deploying the proxy appliance usually takes no more than 2 minutes.
Bucket Amazon VPC:
Poyapplence = -
Subnet:
Summary ‘{Clea‘te new) v|
Security group:
‘ (Create new) ~ |
/ Redirector port: iMS l-§~||
o]
You can customize the proxy appliance settings to use your existing network resources,
<Previous | | apply || Fieh || cance
Mew Object Storage Repository x

Summary

You can copy the configuration information below for future reference,

*

Mame Summary:
|bbject storage repository was successfully created.
Account Mame: Arnazon 53 Glacier - Deep Archive
Description: Archive Tier repositorny
Bucket Type: Amazon Glacier

Gateway server: not selected

AWS region: Global

Data center; Canada (Central)

Bucket: veeam-deep-archive-homelab
Folder: backups

Backups will not be immutable

Proxy appliance instance type: m3a.large

Proxy Appliance

- PI-EU'EI et = | [ C-EFICE|



Home Backup Repository

i .-_- .
Add Edit
Repository Repositon,

Manage Repository

Backup Infrastructure

Backup Proxies

Q Type in @n object name to search for

Mame +

= Backup Reposi 5#53_ & Amazon 53 Glacier - Deep Archive

‘£ External Repositories

4 Eﬁ Scale-out Repositories

Eh Scale-out Backup Repository 1

£33 WAN Accelerators
=) Service Providers

4 & SureBackup

& Application Groups
b Virtual Labs

4 (E‘! Managed Servers
[ fé;] VMware vSphere
ﬁu Microsoft Windows

E{} Linux
ﬁ Home
=]
@i Inventory

GE-E Backup Infrastructure

%_- Backup Repository 1

E—- Default Backup Repository
% Google Cloud Storage

% Linux Hardened Repository
Ei= Win2022 - RefS

Type

Amazon Glacier
Windows

Windows

Google Cloud Storage
Linux

Windows



Edit Scale-out Backup Repository x
Capacity Tier

=]
== Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
IE:ITE_I':I completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MName [] Extend scale-out backup repository capacity with object storage:

|Amazun 53 ~ | | Add... |

Performance Tier

Define time windows when uploading to capacity tier is allowed Window...

[ Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Placement Policy

Archive Tier
[] Move backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than 2 E—‘ days (your cperational restore window) Overnde...

Encrypt data uploaded to object storage

Password:
| Default for home lab - VM**** (Last edited: less than a day ago) v Add. |
Manage passwords
< Previous | | Mext > | | Finish | | Cancel |
Edit Scale-out Backup Repository x
. Archive Tier
== Specify object storage to archive your backup files to. This reduces your long-term retention costs, while increases restore time.
e
Mame [#] Archive GFS full backups to object storage:

 Amazon 53 Glacier - Deep Archive v| | Add. |

Performance Tier

Placement Policy Archive GFS backups older than days

Capacity Tier

Storage Settings x

[v] Store archived backups as standalone fulls
To reduce storage costs, we store each backup as a delta from the previous one. For the
long-term archive reliability considerations, you may instead choose to store each backup as a
standalone full, without any dependencies on previous backups.

[] Archive backups only if the remaining retention time is above minimal storage period
Avoid processing costs and penalties associated with early data deletion by not archiving
backups which will have to be deleted before the minimum storage period expires.

Minimnum storage duration for the selected repository: 180 days

Summary

[ ok || cCancet |

< Previous | | Apply | | Finish | | Cancel |




Locking Down Objects for Retention

User

Create a cloud object
storage bucket.

Minimum retention period: ®

30 Dayls) =

Maximum retention period: @
3 Years) =

Default retention period: @

1 Year(s) -

Set the retention policy
on a bucket and
specify retention
period.

|Immutabilityo turning on

/ \Object Uock & V@rsioning

7

An object can be

written to a bucket

with a specific (custom)
retention period, or it
can inherit the bucket-
level retention period
configured as part of the
retention policy.

Apply a legal hold to
an individual object
preventing it from
being deleted or
overwritten.



Chapter 7: Linux Proxy Enhancements
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Ea i Yeeam Bach

= Home

EEX €

Add Edit Remove Rescan
Server Server Server

Manage Server Tools
Backup Infrastructure Q Tyne in an object nome to search for
E Backup Proxies MName T Type
% Backup Repositories Eé- home-cdpproxy01.home.lab Microsoft Windows server

gE. External Repositories
4 Eﬁ Scale-out Repositories

== home-cdpproxy02.home.lab Microsoft Windows server
EA home-proxy01.home.lab Linux host I
H HOME-VBKOZ. home.lab Microsoft Windows server

Eh Scale-out Backup Repository 1

E:, Scale-out Backup Repository 2 B home-vesa01.home.lab Whware vCenter server
£ WAN Accelerators Eé- home-win2022 . home.lab Microsoft Windows server
@ Service Providers EQ. home-xfsrepol1.home.lab Linux host

4 & SureBackup
& Application Groups
gb Virtual Labs

i E Managed Servers

T 5 VMware vophere
[FH= Microsoft Windows
E);i_‘!, Linux

ﬁ“ Home

E- 'S
IEI:‘ Inventory

l?E'g Backup Infrastructure l




ware Proxy x
Server
Choose a server for VMware backup proxy. You can choose between any Micrasoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy rele already. Transport Mode »®
Choose server: Backup proxy transport made:
home-proxy01.home.lab (Created by HOME\administrator at 2021-12-06 7:38 PM.) ~ | ‘ Add New... e sekckion
e bk Proxy description: Data retrieval mode is selected automatically by analyzing backup proxy
i = - configuration and reachable VMFS and NFS datastores. Transport modes.
Apply Created by HOMBE\administrator at 2021-12-06 7:39 PM. allowing for direct storage access will be used whenever possible.
Summary O Direct storage access
Data is retrieved directly from shared storage, without impacting production
hosts. For black starage, backup prowy server must be connected into SAN
T fabric via hardware or software HBA, and have VMFS volumes mounted.
Transport mode! == =
‘Au{omattc selection ——p I | Choose.. I Data is retrieved directly from storage through hypervisor /0 stack by hot
z - b adding backed up virtusl disks to a backup proxy VM, Datastores containing
ostcdivasine, protected VMs must be connected to a hast running backup proxy VM.
‘Automat'xc detection (recommended) | ‘ Choose, |
() Network
Max concurrent tasks: Data is retrieved from storage through hypervisor netwaork stack using NBD
4 (] protecol over host management interface. This mode has no special setup
— requirements. Recommended for 10 Gb Ethernet or faster.
Options
Failover to netwark made if primary mode fails, or is unavailable
|:| Enable host to proxy traffic encryption in Network mode [NBDSSL)
— —_— =
< Previous Next > Finish Cancel |

Full VM Restore

X
Restore Mode
Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.
Virtual Machines (@) Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and
_ settings. This option minimizes the chance of user input error.
CeCnre Rt () Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate
Fascrin all controls with the original VM settings as the defaults.
Staged resto
Summary O 4 5

Run the selected VM directly from backup files in the isolated Datalab to make changes to the
guest O5 or applications prior to placing the VM into production environment.

Pick proxy to use

Quick rollback (restore changed blocks only)

Allows for quick VM recovery in case of guest 05 software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss.

b

I < Previous || Mext = Firis

‘ Cancel
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Y 3 80 m &E LS

Backup Replication = Backup Copy SureBackup | Restore Failover | Import Export

Job - Job - Copy~ Job~ Job =

= Plan = | Backup Backup

g T T

Primary lobs Auxiliary Jobs gl 'u’f'u"lwarevﬂphere...
HOME or Vhhware vCloud Director...
Al File Share...
4 % Jobs la
17 Backup
@ SureBackup

@‘LE'? Replication

= % Disk
Eé‘; Object Storage
/X Cloud
4 |§|'=5| Replicas
Edp Ready
4 ['Tﬁ Last 24 Hours

@ Success

ﬁ HOME '




Restore

Choose whether you want to restore from backup or replica.

N\}j Restore from backup
=3 Performs restore from a backup file,

Restore from replica
%_ Performs restore from a replica VM,

Cancel

@ Restore from Backup
Select the type of restore you want to perform.

|-| Entire VM restore

Restores the entire VM or its individual cornponents, such as virtual disks.

=

[c=] Volume restore

Restores the content of individual volurmes,

= GQuest files restore
[

Restores individual guest files from an image-level backup.

@ Application items restore

Restores individual application items from an image-level backup.

Cancel



ery wizard

o

@ Restore from Backup
Select the type of restore you want to perform.

= Instant VM recovery
5 ’ Instantly recovers a virtual machine by running it directly from backup. Rerember to finalize the restore by
- - p
moving the VM to your production storage.

= Entire VM restore
mp

Restores entire VM to the original or a new location, and registers it with the vSphere infrastructure,

@ VM files restore (VMX, NVRAM)
= Restores individual VM files to the specified location.

Wil Restore to Amazon EC2
== Restores any backup to the Amazon EC2 virtual machine, contains options for on-prem and cloud restores,

Q Restore to Microsoft Azure
=]

Restores any backup to the Microsoft Azure infrastructure as a service (laa5) virtual machine, contains options for
on-prem and cloud restores,

| Cancel




o VMware

Machines
Select machines to be restored. You can add individual machines from backup files, or containers from live envirenment
m {containers will be automatically expanded into plain list),

Restore Mode
Secure Restore
Reason

Summary

o ViMware

Machines to re

store:

‘Q Type in a VM neme for instant |

Mame

Size Restore point

Cancel

Machines
Select machines to be restored. You can add individual machines from backup files, or containers from live envirenment
m (containers will be automatically expanded into plain list).

Restare Mode
Secure Restore
Reason

Summary

.Machines to restore:

Q home—dcl

15 home-deD1
dhome-dcl2

Show more ...

13.2 GB
19.9 GB

| Add..

Point:

REMOVE

Cancel



y to ViMware

Machines
Select machines to be restored. You can add individual machines from backup files, or containers from live environment
m’ {containers will be automatically expanded into plain list).

Machines to restore:

Restore Mode

MName Size Restore point Add...

Secure Restore
From infrastructure...

Reason From backup...

Summary

Cancel

Instant Re y to VMware

Restore Mode
F ’ Specify whether selected VMs should be restored back to the oniginal location, or to a new location or with different settings.

Machines (® Restore to the original location
Quickly initiate the restore of selected YM to its original location, with the original name and
settings. This option minimizes the chance of user input error.

) Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate
all controls with the original VM settings as the defaults.

Secure Restore

Reason

Surnmary

Restore VM tags

j < Previous MNext > Fmish Cancel



Restore Mode
F ’ Specify whether selected YMs should be restored back to the criginal location, or to a new location or with different settings.

Machines () Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
settings. This option minimizes the chance of user input error.

Peestiraticn (®) Restore to a new location, or with different settings

'#, Customize the restored VM location, and change its settings. The wizard will automatically populate

Btictors all controls with the original VIV settings as the defaults.

Secure Restore

Reason

Summary

[~] Restore VM tags

| ‘< Previous | Mext » Finigh Cancel

e M

Destination
Choose ESX server to run the recovered virtual machine on. You can choose to power on VM automatically, unless you need to
m’ adjust VM settings first (such as change VM network),

Machines Restored VM name:

‘home-dcﬂl-restorad |

Restore Mode Host:
|home-esxi0l home.lab || choose..
VM folder:
Datast T
S “‘D\scoveradviftua}machrne | Choose...

Secure Restare Resource pool:

‘Re:ource; | Choose...
Reason

Sumimary

(®) Preserve BIOS UUID

Preserving system UUID for the restored VM prevents issues with
applications that match system by UUID,

O Generate new BIOS UUID
Generating new UUID prevents possible conflicts between the
restored clone and the original machine.

To customize machine BIOS UUID click Advanced. = — - I " Advanced

| < Previous Mext> | Finish | Cancel




to VMware

Datastore

By default, changed virtual disk blocks are stored in the vPower MFS cache folder on the backup repository’'s mount server, If
mb desired for performance or capacity reasons, you can redirect this write cache to a different datastore.

Machines Redirect write cache

Datastore:
Restore Mode |VM-Datastore2 | | Choose...
Destination é 122.8 GB free of 149.8 GB
Secure Restore
Reason
Surnmary

- < Previous il Mext = | Finigh [ Cancel

Instant Recovery to Vilware

Secure Restore
5Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
m’ compatible antivirus installed on the mount server specified for the corresponding backup repository.

Machines Scan machine for virus threats prior performing recovery

Machine you are about to restore will be scanned by antivirus software installed on the mount host

Restore Mode to ensure resulting machine will not cause virus spread across all your infrastructure,

DestinariaT When virus threat is detected:
@) Proceed to recovery but disable VM network adapters

Datastore () Abort VM recovery

[] Scan entire VM for virus threats

Continue scanning the remaining files after the first virus threat has been found.

Reason

Summary

: < Previous Mesxt = Eirsh | Cancel



Reason
F b Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
m reference,

Machines Restore reason:

Restore of Active Directory for troubleshooting server replication |
Restore Mode

Destination

Datastore

Secure Restore

Summary

Do not show me this page again

| < Previous | Mext = Finish | Cancel

Summary

You can copy this configuration infermation for the future reference.

vm| 4

Machines Summary:
VM: home-dc2, backed up 10 days ago (8:31 PM Friday 2020-12-18).
Restore Mode Host: home-esxi02.home.lab

Datastore: create on datastore "VM-Datastore2”
s Mew VM name: home-dcl2-restored
Destination

Secure Restore: Disabled
Datastore

After you click Finish, the selected YM will be instantly recovered into your production environment. To
finalize the recovery, use Storage VMetion to move running VM to the production storage,
Alternatively, you can perform cold VM migration during your next maintenance window,

Secure Restore

Reason

If you are performing manual recovery testing, remember to change VM netwerk te non-production
before powering on the VM.

" [ Connect VM to network
Power on target VM after restaring

Make sure original server is powered off, Recovering server into production network with
! original server still running may affect some applications.

| < Previous | Mest = [ Cancel



(d02.home.lab

MName

mBackup_home-vbk

B vvDat

-Diatastor

VEEAM BACKUP AND REPLICATION

L H M0k L2E LD

Backup Replication | Backup Copy SureBackup = Restore Failover |mport Export

Job = Job = Copy ~ Job~ Job -~ = Plan~ @ Backup Backup
Primary Jobs Auiliary Jobs Restore Actions
HOME
VM NAME T T¥PE HOST STATUS RESTCRE PCINT BACKUP NAME
£} Instant Recovery (1) — (51 home-dcOZ-restored  Instant VM Recovery  home-esxi0Zhomelab  Mounted 2020-12-18 8:31:46PM  Backup Job 1
4 ""g Jobs
4B Backup

ﬁ}} SureBackup
-@! Replication
{é Backup Copy
4 Eé—- Backups
=¥, Disk
Eé‘; Object Storage
A cloud
Pl |§|'=_| Replicas
[-Bs Ready
4 [ Last24 Hours
[*} Running (1)
[% Success

ﬁ HOME



Veeam Backup

Home Instant Recowvery

= EH X

Migrateto OpenVM  Stop Properties
Production Console Publishing
Actions Properties

Home
Mame T Type Host Status
E:I restored-home-zcm...  Instant WM Re.. home-exxiOla.. Mounted

E, Instant Recovery (1)

Backups
¥ Disk

4 [ Replicas
Ed Ready

4 |_—'_;§ Last 24 Hours
|'_:; Running (2}
@ Success
[':r' Warning

ﬁ Home

VEEAM BACKUP AND REPLICATION

HOME INSTANT VM RECOVERY

b X &

Migrate to Open VM Stop Properties
Producticn Console Publishing
Actions Properties

HOME
VM NAME T TYPE HOST STATUS RESTCRE POINT BACKUP NAME

I:’T:I home-dc02-restored  Instant VM Rec home-esxi02 homelab  Mounted 2020-12-18 8:3146PM  Backuplob 1

Migrate to production..,

Instant Recovery (1)
G Jobs
&.FIE Backup
H‘i“‘:’? SureBackup
'!!:Ei Replication
:% Backup Copy
4 Eé- Backups
=%, Disk
% Object Storage
A Cloud
4 [ Replicas
[—E Ready
4 [3 Last 24 Hours
[*& Running (1)
@ Success

Open VM console
Stop publishing

x

Properties..,




Destination
Choose destination host, resource pool, VM folder and datastore,

Host or cluster:

|Home—Lab | | Chooze...

Transfer

Ready Resource pool:

|Resourca=. || Choose..,
VM folder:
|Di§coverectvirtualmachine || Choose...
Datastore:
VM-Datastore? [122.3 GE free] || Choose..

Pick datastore for selected virtual disks

< Previous . Mext> | Firish | Cancel

Quick Migration

Transfer
% If desired, select specific source and target backup proxy to perform the operation with,
"

Destination Data transfer

When remote migrating between sites, for best migration performance you should deploy at least
one backup proxy server in each site,

Source proxy:
|Automatic selection | | Choose...
Target proxy:
|Au‘tomatic selection | | Choose...

Force Veeam transport usage

Mowve virtual disks using Veeam data transport engine even if VMware Storage vMotion is licensed
and available for the given migration scenaric.

: < Previous MNext = Firish Cancel



VEEAM BACKUP AND REPLICATION

HOME INSTANT VM RECOVERY

B BX]|E

Migrateto Open VMY  Stop Properties
Production Console jPublishing

Actions Properties

HOME
VM NAME T T¥YPE HOST STATUS RESTORE POINT BACKUP MAME

E. Instant Recovery (1) |:'_'|TI home-dc02-restored  Instant VM Recovery home-esxil2.homelsb  Mounted 2020-12-188:31:46 PM  Backup Job 1

ﬁg‘lf- SureBackup:
@ Reglication Veeam Backup & Replication
JE Backup Cepy

4 Eé—- Backups
=% Disk
Eé*: Chject Storage
A Cloud

4 E’ﬂ Replicas
El Ready

4 |_'-r§, Last 24 Hours
[*} Running (1)
@ Success

0 Stop publishing the following machines?

Show objects '. Yes J l No

Bismount finished

All Vs were dismounted 1
Log:
Mezzage Duration ™

() Connecting to host home-esxil2.home.lab 0:00:0
0 Checking if VM home-dc02-restored was moved

() Remaving VM from inventory

() Dismounting VM files 0:00:
) Unlocking VM backup file

() Deleting mount folder

() Deleting change storage folder 0u00:11
VM home-deD2-restored dismounted successfully




Migrate to Cpen VM Stop
Production Console Publishing
Actions

HOME
VM NAME

& | home-dc02-restored

TYPE
Instant VM Recovery

HOST

£, Instant Recovery (1)

home-esxi02.home.lab

STATUS
Mounted

RESTORE POINT BACKUP NAME
2020-12-18 8:3146PM  Backup Job 1

4 T Jobs Restore Session
@FE Backup
;ﬁi} SureBackup Mame: home-dc02 Status: In progress
{@ Replication Restoretype:  Instant VM Recovery Starttime:  2020-12-29 4:17:26 PM
-fE‘ Backup Copy Initiated by:  HOME-VBKD1\Administrator
4 Eé—- Backups
él Dick Reason Parameters Log
E=: Object Storage Message Duration  *
&7 Cloud (v] Checking if vPower MF5 datastore is mounted on host 0:00:05
4[] Replicas () Locking backup file
El> Ready (2 Publishing VIV 2:00:10
- |_:.;5 Last 24 Hours () Preparing change storage 0:00:04
[*% Running (1) (2 Updating VM configuration 0:00:04
@ Success ) Checking free disk space available to vPower NFS server.
() Registering VM 0:00:09
& No VM tags to restore 0:00:01
) Creating VM snapshot 0:00:02
) Updating session history
0 home-dc02-restored has been recovered successfully
() Waiting for user to start migration v

# Home

o Open console
@i INVENTORY

a| B A TR AT gl A
E‘-E) El:!: e P B | (R C:l-'}' N
Instant Instant Disk Entire Virtual VM Guest Application Amazon Microsoft Google

Recovery Recovery VM Disks Files Files~ ltems~ EC2 Azurelaas CE

Restare Restore to Cloud

Home Q Type in an object name to search for
o Ae. Jabe Job Mame T

4 Backup b S Agent Backup Job 1

Q’E"g CDP 14 % Backup Job - Hardened Repository
4 4 % Backup Job 1

= X

Export  Delete

Backup fro

m Disk

Adtions

Creation Time

Restore Points

2021-12-11 4:00 AM
2021-12-04 9:00 PM

20

21-12-04 10:00 PM

=
—————( [ NOME-
B

P D,—.':l pe— Instant recovery...
I:’_‘I——l home-| =k  [nstant disk recovery...
Y] [r_;; Last 24 Hours 4 I%l File Backu E Restore entire YM...

E; Running (1) Restore virtual disks..,

21-12-13 3:34 PM 1
21-12-13 3:34 PM 10
21-12-13 2:34 PM 10
1-12-13 3:00PM

@ Success Restore VM files...
'_ﬁ Warning Restore guest files 4
Restore application items » ||& Microsoft SCL Server databases...

Restore to Google CE..

Export backup...
Delete from disk

e Do PR =0

Restore to Amazon EC2...
Restore to Microsoft Azure...




home-vbk01 as of less than a day ago (3:34 PM Monday

3) - Veeam Explorer for Microsoft SQL Server
Home Database

h F N d R B

Instant Publish Restore  Restore  Biport Export Export
Recoveryw  Databasev Database v Schema~ Backup~ Files Schema+

[} Instant recovery of the latest state to HOME-VEKET\WEEAMSQLZ016,,, ¥ Publish Besioie Bpt

) Instant recovery to another server..

Database Info
4 P HOME-VEKDT Mame: VeeamBackup
4 £ VEEAMSQL2016 Backup created: 2021-12-13 3:34 PM
Wesambacii, Recovery model: Simple
VeeamBackupReportin,
R Read-only: No

Available Restore Period

Not available

Database Files

Primary database file

Ci\Program Files\Microsoft SQL Server\MSSQL13.VEEAMSQL2016\MSSQL\DATA! VeeamBackup.mdf
Secondary database and log files

C:\Program Files\Microsoft SQL Server\MSS0L13.VEEAMSQL2016\MSSQL\DATAN VeeamBackup_log.ldf

Specify target SQL Server connection parame

Server name: LOCALHOSTWWEEAMSOL2016 W Browse...

Database name: | YeeamBackup_Restored_VBKD1

Specify user account to connect:

Username: | administrator

Password: | sssessss

|:| Use 50L Server authentication

Back M et Cancel




Instant Recovery Wizard

Specify database files target location

Primary database file
ChProgram Files\Microsoft SCL Server\MSSCQL13 VEEAMSCL20., MWeeamBackup.mdf Browse...
Secondary database and log files

ChProgram Files\Microsoft SCL Server\MSSCL13.VEEAMSCL, \WeeamBackup_log.ldf Browse...

Back . M ext I Cancel

Instant Recovery Wizard

Specify database switchover scheduling options

Specify switchover type:
'.’_'i:l Auto
Switchover will be performed automatically with minimal possible downtime once the database is

ready.

MManual

Switchover can be perfermed manually at any peint in time after the database is ready.

Scheduled at: 2021-12-13 4:35 PM [|

- _ :
Back Recowver Cancel



i 5 T X

Instant Entire Rollback Files and Delete
Recovery Share Share Folders  from Disk

Restore Actions

name to search for

Home

Veeamn Backup and Replication

a2 "'b'r ot Job Mame T Creation Time
g\F‘E Backup | |$_3'-,Agent Backup Job 1 2021-12-11 4:00 AM
@ cop P |$_3'—| Backup Job - Hardened Repository 2021-12-04 9:00 PM
4[5 Backups b &2 Backup Job 1 2021-12-04 10:00 PM
= 4 IS_}-, File Backup Job 1 2021-12-13 3:09 PM
4 [ Replicas =h'_——' 1 WT92.168,2.19% VanguardSummit 20271-12-13 3:09 PM 1
@ Ready
4 [F:; Last 24 Hours
[*i Running (1)
@ Success
[';:' Warning

Home

Instant File Share Recovery

Mount Servers
|II’I Specify mount server settings for published file shares.

File Shares (O Automatic selection

Instant recovery will use a mount server associated with the backup repository where the data
resides. For scale-out backup repository, the least busy mount server of performance extents will
be used.

Reason

@ Manual selection
Surmmary Specify a mount server for each published file share individually.
Mount servers:

File share Mount server Edit...

1 \\192.168.2.199\VanguardSum..,  HOME-VBK02.home.lab

< Previous Mext > Finist | Cancel

|
Select mount server X
Select mount server:

Restore Points

~ ﬁ- Microsoft Windows
Ele home-win2022.homelab
El= HOME-VBKOZhome.lab

Q

Cancel




Instant File Share Recovery

[THS

Access Permissions

Use the following access permissions for the file system objects without permissions assigned in the backup.

EileShares Specify access permissions to assign to objects without a valid security descriptor. These settings will be
applied to all objects in the share starting from the root folder.
Mount Servers File chares:
— File share Chwner account Permissions | Set Owner... |
WHOME-VBKD2\Wanguar... § < Click to =et owner> ow to everyone ;_p T
) ErMmIsSSIons. .
Reason | izl |
Surmmary
< Previous | | Mext = Finigh Cancel
Restore Session x| RI1E = | \\HOME-VBKO2\Vangua = ] e
. Home Share View [7]
Mame: \\192.168.2.199\VanguardSummit  Status:  In progress
Restore type:  Instent File Share Recovery Start time:  2021-12-13 4:41:38 PM » B I‘_‘I o cut bscnctocs || 9¢ bt @' Iz B open -~ | B secran
Intizted by HOMBiadminetiator PintoQuick Copy Paste el c i s = || e i o Select none
SSn i [£] Paste shorteut = CoP¥ta™ | SiRename | CEE 5 25 invert selection
Reason | Parameters log Clipboard Organize Mew Open Select
Mistage Dgatidn A L) > Network > HOME-VBKO2 > VanguardSummit v | @ | SearchVanguardSummit »
() Creating database records )
© Mounting ditectories 20011 I Deskiop A [ Hame Date modified Type size o
) Updating database records & #recycle 2021-10-219:09 AM  File folder
S8 Bl st fe Horpulntiesitesss il & Downloads B 01-partT.mior 2021-10-207:51AM MKV Video 490,168 KB
] 02-part3.miv M021-10-20 755 AM MKV Video 1,027,045 KB
53] 03-part2.miv 0211020758 AM MKV Video 1,837,126 KB
8] 04-partZandd.mhv 2021-10-20755AM MKV Video 967,084 KE
| 05-partd.mhv 021-10-20 749 AM MKV Video 328,758 KB
5] 06-parts.miv 2021-10-207:53 AM MKV Video 718,723 KB
| 07-part6.mpd 2021-10-20 755 AM  MP4 Video 890,145 KB
- ] 08-small-things.mpd 2021+ MPA Video 930,595 kB
) b Music B 08-tape.mpd 2021-10-207 MP4 Video 333,400 KB
Oen e s o Close [ Pictures 8| 08-vdroumpd 2021-10-207:57 AM  MPA4 Video 1,560,131 KB
[ Videos 8] 09-cdp.mpd 2021-10-20 747 AM  MP4 Video 201,421 KB
(fg‘q Backup Infrastructure £ Locel Disk (C3 %) 09-partT.mp4 2021-10-20745 AM  MP4 Video 91,609 KB
e :
| 10-vb365.mp4 2021-10-207:59 AM  MP4 Video 2381012 KB
; BACKUPS (E)
Storage Infrastructure - &) 11-vbs.mpd 2021-10-209:47 AM  MP4 Video 1,730,690 KB
e a BACKUPS (E) B 12-enterprise-questons mpd 2021-10-2094 AM  MP4 Video 1,101,361 kB
e ] 13-cloud-backup.mpd 2027-10-2010:39 .. MP4 Video 1,117,532 kB
etworl 3
ﬁj Files " ] 14-worst-practices.mpd 2021-10-21 35T AM  MP4 Video 155238 KB
v < >




Veeam Backup and Replication

Share... Publishing
Actions Share Info

Home
Name T Type Host Status Restore Point Backup Name

I Instant Recovery (1) I \\192.168.2.19%\Ven... Instant File Sh.. HOME-VBK02... Mounted 2021-12-13 3:09:17PM  File Backup Job 1

4 5 Jobs

42 Backup

& cop
4 [ Backups

Disk
4 E]?I Replicas

[‘?, Ready
Last 24 Hours
[*} Running (2)
['3 Success
[ Warning

o

/ﬁ\ Home

Veeam Backup and Replication

Home

L) 1 £
2y, | [y, O AEMtE B N QR o Y X
=P | B Bwem| P IEEH = A W W =
Instant  fnstant Disk Entire Virtual VM Guest Application Amazon Microsoft Google  Export  Delete
IRecoveny = | Recovery WM Disks Files Files~  ftems~ EC2  Azurelaas CE Backup from Disk

f E. VMware vSphere... jtore Restore to Cloud Actions

F—. Microsoft Hyper-V...

7 ,.q b Job Name T Creation Time Restore Points Repositery Platform
3 ':'-.FIE Backup 3 % Agent Backup Job 1 2021-12-11 4:00 AM Scale-cut Backup Repository 1 Windows

i@ cDP l% Backup Job - Hardened Repository 2021-12-04 9:00 PM Linux Hardened Repesitory VMware

1 EE_' Backups & Backup Job 1 2021-12-04 10:00PM Scale-out Backup Repository 1 VMware

2 Disk . home-vbk01 ' 2021-12-13 3:34 PM 1
4 Replicas 2027-12-13 3:34 PM 10
[ Ready 4 home-zvm01 2021-12-13 3:34 PM 10
@ |_:§ Last 28 Henits 3 % File Backup Job 1 2021-12-13 3:09 PM Scale-cut Backup Repository 1 File share
[*} Running (1)
@ Success
[""? Warning

ﬁ Home



Instant Recovery to Microsoft Hyper-V
Host

=’ Select the host to recover machine to.
E==
Machines VM location:
Marmne Host Cluster Resource
. T
Datastore —
Metwork
MName
Secure Restare
Reason
Summary
Select multiple VMs and click Host te apply changes in bulk. | Host... | | Resource. |

< Previocus || Mesxt | Finish |‘ Cancel ‘




Instant Recovery to Microsoft Hyper-V

Datastore

=’ Select the volumes where machine configuration and virtual disks files should be ultirmately restored to.
|=_

Machines Files location:

File Size Path

Host
a Er_l home-zem01

Network
Mame

Secure Restore
Reason

Summary

ChProgramData\Microsoft\Windao..,
= home-zem1-flatwmdk 150 GB CAHyper-V\Virtual Hard Disks

Select multiple VMs and click Path to apply changes in bulk.

Path.

i Cancel

< Previous | | Mext » Fmish
Instant Recovery to Microsoft Hyper-V X
Network
=’ Select how virtual networks map te each other between original and new VM locations.
E==
Machines Network connections:
Source Target
Host
© Ll |:| home-zemi1
i VM Netwark vmixnet3 Ethernet Adapter - Virtual Switch
MNarme
Secure Restore
Reason "
Summary N -
Select multiple VMs to apply settings change in bulk. | Metwork... | | Disconnect |
| < Previous | | Mext = I Finigh Cancel




Instant Recovery to Microsoft Hyper-V

Name

=> Specify the new virtual machine name, and whether you would like unique identifier preserved.
|=_

Machines

Host

Datastore

Metwork
CNeme

Secure Restore

Reason

Summary

Virtual machines:

Mame

[ home-zemd1

Mew name

|:| home-zem]

System ULID
Create new

Select multiple VM= to apply settings change in bulk.

| MName.. || SystemUUID..

| < Previous || Mext =

| FERER Y [ cancel |




Chapter 9: Understanding Instant Recovery

Veeam Backup & Replication™

Backup Enterprise Manager
Backup Servers

Proxies

Repositories

WAN Accelerators

Tape Servers

Cloud Repositories

Cloud Gateways

VMware /v

vCentre Server, ESXi
vlloud Director

SCVYMM, Hyper-V, Failover Cluster

Veeam Backup & Replication™

Backup Enterprise Manager
Backup Servers

Proxies

Repositories

WAN Accelerators
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7in Veeam ONE Setup

License Agreement

Please read the following license agreement cansfully

END USER SOFTWARE LICENSE AGREEMENT (“EULA™)

IMPORTANT, PLEASE READ CAREFULLY: THIS END USER LICEMSE AGREEMENT “EULA"
IS A LEGAL AGREEMENT BETWEEN YOU (AS AM INDIVIDUAL OR ENTITY, YOU™ THE
‘CUSTOMER™) AMD VEEAM SOFTWARE GROUP GMBH (*VEEAM™), FOR PRODUCTS AND
SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
DOCUMENTATION (*SOFTWARE™). BY INSTALLING OR OTHERWISE USING THE
SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE TO BE BOUMND BY THE TERMS
OF THIS EULA. IF YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
THE SOFTWARE OR SERVICES.

| accept the temms of the Vesam license agreement
| accept the terms of the 3rd party components license agreements | YWiew

< Back Net> | || Concel

“ia Weeam OMNE Setup

Setup Type
Chooze the prefered type of deployment .

Veeam OMNE can be deployed in typical or advanced corfiguration. Choose the desired installation mode:

(@) Typical
Install all components with default settings on a single server.

() Advanced
Specify Veeam ONE configurations settings manually.

Head more about deplovment scenarios

<Back || MNext> Cancel
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“ix Veeam ONE Setup

System Configuration Check

Werfication of your system for potential installation problems.

Requirement Status ~
Microsoft IIS € Failed
ASP_NET 4.5 Component € Failed
Default Document Component 'E:]' Failed
|SAF| Extensions Component 'ED Failed
ISAP| Filters Compunent__ £ Failed
NET Extensibility 4.5 Component €3 Failed
Request Filtering Companent 'E:]' Failed

L

four computer does not mest minimum requirements. 1
! Click the "Install” button to deploy missing features. | Re-check |

. Weeam OME Setup

Installation Path
Select Veeam OME installation folder,

Install Veeam OMNE to the following folder:

CAProgram Fles'Veeam'\Wesam ONEL E—H-
Ingtallation requires 441.38 MB of free disk space. Available space on selected disk iz 114.6 GB.

<Back || Nest> || Cancel



“Ba Vesam ONE Setup

Service Account Credentials

Specify Veeam OMNE service account credentials.

PN Eierthe username inthe DOMAIN\USERNAME format. The supplied user accourt
*must have database owner rights to the Yeeam OMNE. "Log on as a service” right will be

granted to the specified account automatically.

Izer name: |HDME—VEK1]1Weeambad{up v| [ Browse... .g

— -

Password: |||-||-||---||||l

<Back |[ Net> || Cancel

s Veearn OME Setup

S0l Server Instance

Choose SGL Serverinstance to create Veeam OME database on.

all new instance of S0L Server locaho=t \WEEAMSD

(@) |se existing instance of SGL Server (HOSTNAMEMNSTANCE)
|HDME—UEKD'IWEEAMSGLZ‘D1E -—"h Browse... |

Database name: || VeeamOMNE

Connect to SGL Server using
(®) Windows authentication credertials of service account

() 50L Server authentication using the Login |0 and password below:

<Back [ Newt> || Cancel



%in Veeam ONE Setup

Provide License

Provide license file or proceed in Community Edition mode.

Install Veeam OMNE in:

(®) Full functionality mode

License file:

Browse...
() Community Edition mode

Review Community Edition mode limitations

<Back |  MNexd:

“Bn Veeam OME Setup

Connection Information

Enter connection information for Veeam ONE deployment .

Reporter web site port: (1235

Weeam OMNE agent port:

' Use certficate:

Generate new seff-signed cerfficate
Generate new seffsigned cedificate
Veeam Backup Server Cerfficate
Windows Admin Center

Windows Admin Center Encryption
Yeeam Backup Server Cerificate

<Back || MNet> || Cancel |



i Veeam OME Setup

Performance Data Caching

Specify local folder for caching performance data retrieved from monitored wvirtual infrastructure
objects

Performance cache folder:
E\PedCache e ————————————————— | Browse .

<Back |[ Net> || Cancel

%in Veeamn OME Setup

Virtual Infrastructure Type

Specify Virtual Infrastructure type to retrieve information from.

Il

‘= VMware vCenter Server
Retrieve information from specified VMware vCenter Server.

tﬁl- Microsoft Hyper-V Host, Failover Cluster or SCVUMM server
E‘f‘! Retrieve information from specified Microsoft Hyper-V server.
e

Hypery

> Skip virtual infrastructure configuration
Configure virtual infrastructure connection later.

<Back || Mo
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“Bs Veeam ONE Setup

Data Collection Mode

Set Veeam OMNE data collection mode that best fits your infrastructure.

To optimally corfigure your deployment, select Veeam ONE data collection mode that best fits your infrastnicture.

{®) Optimized for Typical Deployment (less than 100 hosts and 1500 VMs)

() Optimized for Advanced Scalability Deployment {more than 100 hosts and 1500 YMs)

|D Sackup Dt ke |

| <Back [ Net> || Cancel

s Veeamn OMNE Setup

Ready to Install

The wizard iz ready to begin installation.

Vesam OMNE will be installed with the fallowing corfiguration:

Setup Type: Typical

Data Collection Mode:  Typical {ess than 100 hosts and 1500 VMs)
SQL Server: HOME-VBKIT\WEEAMSGL2016
Installation Folder: C:\Program Files'Veeam'Veeam OMNEY,
Service Account: HOME-VBKD1 '\ Weeambackup

Yeeam ONE agent port: 2805
Reparter Site Port; 1235

[«] Check for updates onee the product is installed and periodically e——————

cBack || Instal | Cancsl
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Veeam OME  Veeam ONE
Vionitar Reporter

Configuration Wizard

' SMTP Server
@ Specfy SMTP server settings to enable alarms notifications and schedule email report delivery.
I SMTP Server SMTP server: | Port: |25

Email Notifications

From:
Email Frequen
3 oy lse secure connection
SHMP Settings
e Use authentication
Summary
Login:
Password:

Send test email

Skip ermail notifications configuration

1=

= IOUS Mext | | Finish | | Cancel
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Back Forward Refresh
—|. D «

Infrastructure View

o X = 7
Modeling  Settings  FullSreen  Help

Welcome to Veeam ONE Infrastructure View

Veeam ONE

Veeam® ONE™ is a powerful monitoring, reporting and capacity planning tool for the Veeam Backup
infrastructure and VMware vSphere and Microsoft Hyper-V virtual environments.

1 Virtual Infrastructure.

To start using the product please add
virtual infrastructure server.

Proactive Alerts 24.7 Monitoring and Reporting

% Infrastructure View
E Business View
#8 Data Protection View

D Alarm Management

Senvice localhost @ connected

Mitigate potential threats to your backup environment before
problems persist and worsen.

Analyze Your Backup Infrastructure

Ensure that your Veeeam Backup & Replication installation,
VMware infrastructure and Hyper-V infrastructure meet all
known best practices.

Keep an Eye on Ransomware

Identify threats that could impact the avalability of your data.
Alarms help identify suspicious activity that could potentially be
linked to malware.

Database: VeeamONE @& connected

&l o X

2 a
AddServer | Notifications ~ Reports  Modeling  Settings  Full Screen

‘Welcome to Veeam ONE Infrastructure View

Infrastructure View

G Virtual Infrastructure.

§' Infrastructure View
e Business View
ﬂfg Data Protection View

[ Alarm Management

Add Server..

Veeam ONE

Veeam® ONE™ is a powerful monitoring. reporting and capacity planning tool for the Veeam Backup
infrastructure and VMware vSphere and Microsoft Hyper-V virtual environments.

To start using the product please add
virtual infrastructure server.

Proactive Alerts

Mitigate potential threats to your backup environment before
problems persist and worsen.

Analyze Your Backup Infrastructure

Ensure that your Veeam Backup & Replication installation,
VMware infrastructure and Hyper-V infrastructure meet all
known best practices.

Keep an Eye on Ransomware

Identify threats that could impact the availability of your data.
Alarms help identify suspicous activity that could potentially be
linked to malware.

Remain always-connected with dear visibility inta backup. virtual
and physical environments.

Ensure Protection of All Your Machines

Ensure Windows and Linux physical servers, desktops and
laptops are protected and quickly fix issues with unprotected
machines.

Remain Compliant at All Times

Save time and manage risks assodated with backup compliance.
Group objects based on geographic location to ensure
compliance standards are met.

24.7 Monitoring and Reporting

Remain always-connected with dear visibility into backup, virtual
and physical enviranments.

Ensure Protection of All Your Machines

Ensure Windows and Linux physical servers, desktops and
laptops are protected and quickly fix issues with unprotected
‘machines.

Remain Compliant at All Times

Save time and manage risks assodated with backup compliance.
Group objects based on geographic location ta ensure
compiliance standards are met,

Service: localhost @ connected

Database: VecamONE @ connected



Add Server Wizard

Salect the type of server you want to register with Veeam ONE

+ VMWARE SERVER
= Adds vCenter Server (recommended), or standalone
—m vSphere Hypervisor (ESH/ESXI),

+ VIMWARE VCLOUD DIRECTOR
_Eﬂ Adds Wiware vCloud Director,

mlls  HYPER-V SERVER
B eam  Adds SCVMM server, Failover Cluster or standalone

Hyper-\ host.

+ VEEAM BACKUP & REPLICATIOMN SERVER
= Adds Veeam Backup & Replication server or Veeam
Backup Enterprise Manager.

Close

Add Server Wizard

Em Type in the name and spedify the role of the server that wil be monitored

DNS name or IP address of the server:

Credentials

Summary
Server s:

(® vCenter Server
i) ESX(i) host

Previous Finish Cancel




Cradentials

Credentials

& > Q

Back Forward Refresh

Search...

Infrastructure View

o v () vinualinmastructure

@ > B3 homevcsadl.home.lab

A infrastructure View
E Business View
E."; Data Protection View

D Alarm Management

g il El

Add Server  Notifications

Reports

Username:

Password:

Port:

ol X

Modeling Settings

€3 Configuration issue (1 detected). Show details

Summary  Alarms  TopVMs

TopHosts  LowestLoad

Provide user credentials to connect to the specified server

1443

| adminstrator@vsphere. local

Previous

Mext

i ?
Full Screen Help

Tasks & Events

@ Selected Object: Virtual Infrastructure -

0 errors, D wamings

Hosts Status

Datastores Status

Type in user credentials in the DOMAINYUSERNAME format to connect to the
serve

Cancel

Virtual Machines Status

® Healthy ® Waming @ Error ® Healthy & Waming @ Error ® Healthy © Waming ®Eror @ Inaccessible
Latest Alarms Alarms by Object
Status Time Source Name Type Source Alarms e
O Enor 10:19:07 AM LUN-1 Datastore write latency home-esil4a.home.lab 3/3
A Waming  10:12:07 AWM LUN-3 Datastore write latency home-esiilTa.home.lab 372
Q enor 20220119 11:08:56 ... home-esxi0la.home.lab Host cannectivity failure home-esiilZa.home.lab 272
Q Enor 20220119 11:08:56 ...  home-esxi0lahome.lab Connection to SCS! storage target failure home-esilZa.home.lab 2/2
Q Enor 20220119 11:08:56... home-esxibTa.home.lab Host NIC connedtion state il home-dcll 171
Q Enor 20220119 11:08:56 ...  home-esxil2a.home.lab Connedtion to iSCS! storage target failure &8 home-proxy01 171
Q eror 20220119 11:08:56 .. home-esxil2ahomelab Hast NIC connection state 2] home-zemi1 11
D Error 2022-01-19 11:08:56 ...  home-esxil3a.home.lab Connection to ISCS! storage target failure g home-zvm01 11
m Error 2022-01-19 11:08:56 ... home-esxi3a.home.lab Host NIC connection state § LUN-1 1/0
D Error 2022-01-1911:08:56 ...  home-esxillda.home.lab Connection to iSCS| storage target failure E LUN-3 0/1
m Error 2022-01-19 11:08:56 ... home-esxilda.home.lab wCenter Server lost connection to host home-vesall o/
A Waming  2022-01-1911:08:56...  home-esxilda.home.lab Host synehronization failed o home-dcl2 0/1
m Error 2022-01-19 11:08:56 ... home-esxilda.home.lab Host NIC connection state home-freenas1 o/
@ Error 2022-01-19 11:08:56...  home-dc01 VM ¢onnection failure synology-storage-console 0/1 v

Service: localhost & connected

Database: VeeamONE (% connected



< 2> Q = el

M) X =i ?

Back Forward Refresh Add Server  Noifications  Reports Modeling Settings Full Sereen Help

-@' Infrastructure View

g Business View

2 Data Protection View

D Alarm Management

€ Configuration issue (1 detected). Show details

Summary  Alarms VM Protection  CloudBackup Policies  FileJobs ~ Agentlobs  AgentPolicies  Veeam ONE Agent

Vecam ONE agent version 11.0.1.1880 | Signatures version 14360 Last signatures update 2022-01-24 7:5809PM @) Success

Select port number for communication between Vecam ONE agents

Port number. 2805

Save

(™ Update Signatures 35 Import Signatures... » Actions
Veeam ONE Agent
Backup Server ‘ Agent Sta... ‘ Remediation Act... | Log Anal... ‘ Lag Analysis Start Ti... | Log Analysis Session St... Port Num...
= = = © o e S e i SR e 3 Install
& homevbk01.home.lab (11.0.1.1.. @& Connected Enabled Enabled 7:00 AM Finished analyzing data logs ~ 2805 ¥ Remove..
@ Repair
Veeam ONE Agent Settings
Veeam ONE agent features
Log Analysis
Remediation actions
This functionality sllows to perform predefined actions for triggered alarms P start
: M stop
Backup log analysis
This functionality allows to analyze backup server logs to detect potential problems. B Schedule...

Service: localhost @ connected

Database: VeeamONE (& connected

< 2 Q

Back Forward Refresh

ES—IF

Data Protection View

o 5 [ homeabkot.home.tab

@ > B home-vbk02 home lab

g = B ) X =) 2

AddServer  Notifications  Reports Modeling ~ Settings Full Screen Help
€ Configuration issue (1 detected). Show details

Summary  Alarms  VMProtection  CloudBackupPolicies  Fileobs  Agentlobs  AgentPolicies  Veeam ONE Agent

@ Selected Object: Backup Infrastructure - 0 errors, 0 warnings

VM Jobs Status Agent Jobs and Policies Status

File Backup Jobs Status

®Success © Waming @ Failed  ® Running ®Success  ®Waming @ Falled @ Running ®Success ®Waming @ Failed  ® Running
Top Repository Servers by Used Space Top Proxy Servers by Weekly Transferred Data
25 0
2 50
«
15
£
10
E
0s -
00 = - [
Scale-outBackup  SOBR-ReFS-Reposit  LinuxHardened  SOBR-XFS-Immuta  Default Backup home-praxy0lhom  home-prog/flhem  home-cdpprony02  Viviware Backup Backup Praxy
Repository 1 ory Repository ble Repasitory elab elab home lab Proxy
® Used space (TB) @ Free space (TB) ®as



Nutanix AHV Protection
Infrastructure Chargeback
Veeam Cloud Connect

Weeam Backup Assessment
Veeam Backup Billing

Veeam Backup Capacity Planning
Veeam Backup Monitoring
WVeeam Backup Overview

Veeam Backup Tape Reports
Veeam Backup Agents

Public Cloud Data Protection
WMware Infrastructure Assessment
VMware Overview

YMware Monitoring

VMware Optimization

VMware Capacity Planning
VMware Configuration Tracking
Hyper-V Infrastructure Assessment
Hyper-V Overview

Hyper-V Monitoring

Hyper-V Optimization

Hyper-V Capacity Planning
Custom Reports

vCloud Director

Offline Reports
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Back

->

Forward

Q

Refresh

E

Add Server

n

Motifications

g

Reports

ol

Modeling

| Search..,

£ «

€3 Configuration issue

Infrastructure View

@ v (B Virtual Infrastructure.

® » fig home-vcsa0l.home.lab

@ Healthy

Starter Kit
Alarms

Audit

Backup Jobs
Billing

CDP

Cluster
Configuration
Datastore
Forecasting
Health State
Host
Performance
Permissions
Raw Data

M

vCloud Director
vSphere

X

Settings

L4
est Load
»

O ?
Full Screen Help
Tasks & Events

Latest Alarms

Veeam

OME Client Logged in as: HOM

Datastores Status

/15

@ Healthy @ Warning @ Error

administrator

Q il

Refresh

=

Modeling

X

Settings

O ¢

Data Protection View

8w Backup Infrastructure

? E home-vbkD1.home.lab
? E home-vbk02.home.lab

fiected Object: Backup Infra:

VM J

® Success Warni

Top Repository Servers

Starter Kit

Agent

Alarms

Audit

Backup Compliance
Backup Jobs

Billing

cop

Configuration
Datastore
Forecasting

GFS

Health 5tate

Public Cloud Data Protection
Service Providers
Tape

Tracking

VM

vCloud Director

3
File Jobs
3

2

) ¢
Help

Full Screen

Agent Jobs Agent Policies Veeam ONE Agent

Agent Jobs and Policies Status

@ Success @ Failed

Warning

@ Running

Top Proxy Servers by Weekly



c Dashboards

Reports

Report Templates Saved Reports

Custom Reports

Infrastructure Chargeback
Offline Reports

Public Cloud Data Protection
Veeam Backup Agents

Veeam Backup Assessment
Veeam Backup Billing

Veeam Backup Capacity Planning
Veeam Backup Monitoring
Veeam Backup Overview

Veeam Backup Tape Reports
vSphere Capacity Planning
vSphere Configuration Tracking
vSphere Infrastructure Assessment
vSphere Monitoring

vSphere Optimization

vSphere Overview

Deployment Projects

Fy HOME\administrator v

oA

h P4 . -

5 O g Configuration
s &

Name Q ‘ ‘ All Reports

Name

Folder Name

Active Snapshots
This report shows a list of all VMs with snapshots, including the ...

Agent Backup Job and Policy History
This report provides historical information for Veeam agent bac...

Alarms Current State Overview
This report shows all currently unresolved alarms for the virtual ...

Alarms Overview
This report provides an overview of your virtual environment cu...

Backup Alarms Overview
This report provides an overview of your data protection health ...

Backup Billing
This report provides chargeback capabilities for the backup infra...

Backup Copy Job
This report provides information on backup copy jobs including ...

Backup Infrastructure Assessment
This report helps you to assess your backup configuration and i...

Backup Infrastructure Audit
This report tracks configuration changes in your virtual environ...

Backup Infrastructure Custom Data
This report allows to define your own parameters and filters to g...

vSphere Optimization

Veeam Backup Agents

vSphere Monitoring

vSphere Monitoring

Veeam Backup Overview

Veeam Backup Billing

Veeam Backup Monitoring

Veeam Backup Assessment

Veeam Backup Monitoring

Custom Reports

Report Templates

Saved Reports

@@ Al Templates

Custom Reports

Infrastructure Chargeback
Offline Reports

Public Cloud Data Protection
Veeam Backup Agents

Vesam Backup Assessment
Veeam Backup Billing

Veeam Backup Capacity Planning
Veeam Backup Monitoring
Veeam Backup Overview

Veeam Backup Tape Reports
vsphere Capacity Planning
vSphere Configuration Tracking
vSphere Infrastructure Assessment
vSphere Monitoring

vsphere Optimization

EEEEREERENEEEREREE

vSphere Overview

ES Preview

E save

Period:

@ Last 1 S| | weeks

~

Range:

Object types:  All items ~

Users: All ltems

Groupby: | Object v

Parameters
Infrastructure objects: Backup Infrastructure -—



Alarm Management

E [E5 Al Alarms
E & yMware

E‘ﬂ wCenter Server
E‘ﬂ Cluster
E‘ﬂ Host
E‘ﬂ Resource Pool
E‘ﬂ Virtual Machine
E‘ﬂ Datastore

[ Any Object
E‘ﬂ wCloud Directer vApp
E‘ﬂ wCloud Director Organization
E‘ﬂ wCloud Director Org VDC
E‘ﬂ wCloud Director Provider VDC
= |:EI|-| Hyper-¥
E‘ﬂ Host
E‘ﬂ Virtual Machine
E‘ﬂ Cluster
B csv
E‘ﬂ Local storage
[ Any Object
= [ Backup & Replication
E‘ﬂ Enterprise Manager
E‘ﬂ Backup Server
E‘ﬂ Repasitory
E‘ﬂ Proxy
E‘ﬂ WAN Accelerator
E‘ﬂ Tape Server
E‘ﬂ Cloud Repository
E‘ﬂ Cloud Gateway
E‘f}, Inteligent Diagnostics
E‘ﬂ Internal



Alarm Management Alarm Management -

B [Eg AaAl .
=] :anare A ilai ’E@@

E‘E wCenter Server
Eﬂ, Cluster Type Name

md YMware YM tools state
= :
1] WM WWN conflict

WM with no replica

Alarm Settings

General Rules Assignment Motifications | Knowledoge base

Actions are performed when 2larms with the comresponding severity are triggered. Click Add to define actions.

Add
| ¥ T ] 1
Action: | Add VM to backup job T| Execution type: | Automatic v
- - Remove
Backup server: |home-vbk01 | Job: Backup Job 1_clonel »
Severity: éWarning v

Suppress if original VM location does not match target repositony location

Save | ‘ Cancel




Alarm Settings

General Rules Assignment

Action:

Backup server:

Severity:
Run script

Suppress it
Start VeeamZIP

Add WM to backup job

Add WM to backup job
Add to backup job and run
Run parent backup job

Start Quick backup

Suppress

Execution type:

Knowledge base

Automatic

W
i Remove
Job: Backup Job 1_clonel v
target repository location
Save | ‘ Cancel

< > [$] = il o [m) ?
Back Forward Refresh AddServer  Notifications  Reports Modeling Settings Full Screen Help
< €3 Configuration issue (1 detected). Show details
Infrastructure View Summary  Alarms  WMs  Hosts  Datastorss  Overall  CPU  Memory  Network  Datastore TopHosts  Lowestload  Tasks&fvents  Processes
® v (B Virtual Infrastructure @ Selected Object: home-vesall.homelab ( version: 7.0.3 ) - 0 errors, O warnings
® > B nome-vesa0t home.lab
Hosts Status Datastores Status Virtual Machines Status
4 4
14
Healthy @ Waming @ Error ® Healthy & Waming @ Error ® Healthy @ Waming @ Eror @ Inaccessible
Latest Alarms Alarms by Object
Status | Time | Source Name | Type | Source | Alarms
& Waming  5:11:20 AM home-eski0ta.home.lab Host available memory =] home-esii04a homelab 343
& Waming  2022.012511:5544.,  home-esi0lahomelab Host Isolation [P nat available =] home-esii0lahome.lab 2/3
& Waming 20220125 11:5: home-eski02a.home.lab Host Isalation IP not available g home-esxi022 home.lab 242
& Waming  2022.012511:55:44..  home-esi03ahomelab Host Isolation IP nat available g home-esii03a.home.lab 2/2
& Waming  2022.01-2511:55:44..  home-esi04ahome.lab Host Isolation [P not available & home-de01 1”1




Chapter 10: Introducing Veeam Disaster Recovery
Orchestrator

Veeam Orchestrator Server

Veeam Orchestrator Server
Service

Veeam Backup & Replication
Server (embedded)

Veeam ONE Server
(embedded)

- User Interface E SQL Database




Production Site DR Site

Veeam
Orchestrator Server

=
Source VMs Replica VMs
I I 2
Replication @

= . » =
v v f ] ey v v f v
vl vm | vm vm il vm | v

Veeam
Backup & Replication

| o | i [ sk

[« — | =

Production Site DR. Site

Production Recovery Location

Recowversd VMs Sowce Vhis
BN BN O e -

Qrchestrator Server

DR Recovery Location

Recoversd VMs

== [-— = fr—| = [+ —|
Instant Instant
WM Recowery VM Recowery
VDORO Agent
— Backup Backup Copy —
= - - S
Backup Repositon - Backup Copy Repostons
Veeam '
Backup & Replication

WM Backup Fies

WM Backup Fies



Production Site

VDRO Agent

‘D
o=

Veeam
Backup & Replication Server

Application-Aware
(VsS) Snapshots

Source VMs

I (1 (1

wSphera
Datastores

Storage and VM Failover

Veeam Orchestrator Server

Volume - Snapshat Replication

Volurmes

000000
! IR

Storage Array

AP

Production Site

DR Site

Veeam |

Orchestrator Server

v

DR Site

= =2 = ysphere
% % % Datastores
Replicated
Volumes
goon D_D o
00000

Storage Array

Replica YMs

mmm

Source VMs
o]
VODRO Agent
> [
=
Source VMs Veeam
Backup & Replication
Server
Backup —
] Repostory il D)
Instant
VM Recavery

[ |
DR Recovery Location

Recoverad VMs

I 1

-
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Number of
Virtualization
Hosts*

CPU

Memory

Hard Disk
Space

100

6 vCPUs (minimum) - 8
vCPUs (recommended)
for the Orchestrator

SEerver

4 yCPUs {minimum) - 8
vCPUs (recommended)
for the Microsoft SOL
Server and Veeam ONE
database

6 GB (minimum) - 8 GB
(recommended) for the
Orchestrator server

4 GB (minimum) - 8 GB
(recommended) for the
Microsoft SQL Server and
Veearn ONE database

100-500

8 wCPUs (minimum) - 12
vCPUs (recommended)
for the Orchestrator

Server

8 vCPUs (minimum) - 12
vCPUs (recommended)
for the Microsoft SQL
Server and Veeam ONE
database

8 GB (minimum) - 40 GB
(recommended) for the
Orchestrator server

8 GB (minimum) - 40 GB
(recommended) for the
Microsoft SQL Server and
Veearn ONE database

500-1000

12 vCPUs (minimum) - 16
vCPUSs (recommended)
for the Orchestrator

Server

12 vCPUs (minimum) - 16
vCPUs (recommended)
for the Microsoft SQL
Server and Veeam ONE
database

40 GB (minimum) - 70 GB
(recommended) for the
Orchestrator server

40 GB (minimum) - 70 GB
(recommended) for the
Microsoft SQL Server and
Veeam ONE database

>1000

>16 vCPUs for the
Orchestrator
Server

>16 vCPUs for the
Microsoft SOL
Server and Veeam
ONE database

=70 GB for the
Orchestrator

server

>70 GB for the
Microsoft SQL
Server and Veeam
ONE database

50 GB for product installation and sufficient disk space for the Microsoft SQL Server and Veeam ONE database (if
installed locally). Use the Veeam ONE Database Calculator to size application data.



Veeam Disaster Recovery Orchestrator 5

Documentation

Install o

Training

€ Veeamn Software Group GmbH. All rights reserved.

7 .

Veeamn Disaster Recovery Orchestrator

Please install Microsoft Visual C++ 2019 Redistributable to
proceed with Veeam Disaster Recovery Orchestrator
installation.

Click OK to install this prerequisite,

Cancel



Y| Veearn Disaster Recovery Orchestrator Setup

License Agreement

Please read the following license agreement carefully,

END USER SOFTWARE LICENSE AGREEMENT (“EULA™)

IMPORTANT, PLEASE READ CAREFULLY: THIS EMD USER LICEMSE AGREEMENT “EULA"
IS5 A LEGAL AGREEMENT BETWEEN YOU (AS AN INDIVIDUAL OR ENTITY, *YOU™ THE
*‘CUSTOMERT™) AMD VEEAM SOFTWARE GROUP GKMBEH ("VEEAM™), FOR PRODUCTS AND
SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
DOCUMENTATICON (*SOFTWARE™). BY INSTALLING QR OTHERWISE USING THE
SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS
OF THIS EULA. IF YOLU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO MOT USE
THE SOFTWARE OR SERVICES.

| accept the tems of the Vesam license agreement
[ | accept the terms of the 3nd party components license agreements Wiew

¢ Bachk Mext » Cancel

'] Veearn Disaster Recovery Orchestrator Setup

Program Features

Select the program features you want to be installed.

;- &= ~ | Veeam Disaster Recovery Orchestrator Server Compenent description
fo =0 = | Veeam Dizaster Recovery Orchestrator Web L Bn Orchestrator server
=i ~ | Veeam OMNE Maonitor Client consists of the
orchestration services
and APls, embedded
Weeam backup server
and Veeam OMNE server
companents.

Ingtallto: | C:A\Program Filez'Veeam'\Orchestrator Browse. ..

¢ Back Next > e



a Veeam Disaster Recovery Orchestrator Setup

Provide License Key
Pravide license key for Veeam Disaster Recovery Orchestrator.

License file for Veeam Disaster Recoveny Orchestrator:

<Hadle || Next> Cancel

* Veeamn Disaster Recovery Orchestrator Setup

System Configuration Check
Verfication of your system for potential installation problems.

Enabling missing features. Please wait...

Iy

< Back Meat > Cancel

'] Veeam Disaster Recovery Orchestrator Setup

Service Account
Specify the account for Veeam Disaster Recovery Orchestrator services

~ Enter user name in the DOMAIN\USERNAME format. The supplied user account must
have owner rights to the Veeam Disaster Recovery Orchestrator database

Usemame: \r!.-OOME\a&ns!rator v] Browse, .
Password: [TTTTIIN 0

™

ok [] | o



<'| Veeam Disaster Recovery Orchestrator Setup

Default Configuration
Click Install to deploy Yeeam Disaster Recovery Orchestrator with the default configuration settings, |

or select the checkbox to customize the installation.

Configuration settings:

Selected features: Alin one

Inst allation folder: C:7\Program Files\Weeam“Orchestrator’,

Service account: HOME"administrator

Ports corfiguration: 0888, 12348, 9858, 9393, 9352, 5401, 9419, 1239, 2805, 2742, 2741
S5QL Server: HOME-VEEAMOTWWEEAMSQL2016

S0L Server databases: VeeamBackup, YeeamOne, VAD
Write cache folder: C:A\ProgramData'Veeam Backup*IRCache®
Guest catalog folder: CAWBRCatalog

Let me specify different setfings S —

< Back Next > e

'] Yeeam Disaster Recovery Orchestrator Setup

SQL Server Instance
Choose S0L Server Instance to create Veeam Disaster Recovery Orchestrator databases on. |

(® Install new instance of SAL Server (HOME-VEEAMO1\WVEEAMSCQL2D16)
() Use existing instance of SGL Server (HOSTNAMENNSTANCE)
SGL Sever: | HOME-VEEAMDTA\WEEAMSOLAI1E

Connect to SGL Server using
(®) Windows authentication credentials of service account

() 5QL Server authentication using the Login 1D and password below:

a3

<Back || MNexts Cancel



'] Veeam Disaster Recovery Orchestrator Setup

S0l Server Database

\J
Select existing databases ortype in database names to be used in the product. |

Yeeam Disaster Recovery Orchestrator:
Veeam Backup & Replication:

Weeam ONE:

|va0 |

|"|.|"eeam Backup |

|‘Jeeam0ne |

<Back |[ Nest> || Cancel

5’| Veeam Disaster Recovery Orchestrator Setup

Ports Configuration

Specify network ports to be used by Veeam Dizaster Recovery Orchestrator components. |

Veeam Availablity Suite

Catalog service port: 5353
Veeam Backup service port; 59352
Secure connection part: 9401
RESTiul AP1 service port:
Reporter web site port: 235
Yeeam OMNE agent port: 2805

YWeeam ONE communication port;  |2742

Wl

Veeam Disaster Recovery Orchestrator
Server communication port:

WCF service port: 12348

Web Ul part:

BE

Yeeam ONE Web API port: 2l

cBaok [ Wots ] [ Cance



;' Veeam Disaster Recovery Orchestrator Setup

Certficate Selection

Select the certificate that will be used by the Veeam Disaster Recovery Orchestrator Web UL |

Use cefficate: | Generate new seff-signed cerificate w | | View cedizate

<Back || Net> || Caned

7| Veeam Disaster Recovery Orchestrator Setup

Data Locations

Specify where the instant recovery write cache {non-persistent data), catalog, cache and sync folders |
should be located.

Veeam Backup & Replication

Instant recovery write cache: | C:\ProgramData\VeeamBackup \IRCache!, | . Eq:owse...
Guest file system catalog: CAVBRCatalog | Browse. ..
Veeam ONE

Performance data cache: ChPerdfCache I Browse...

< Back Cancel
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' Veeamn Disaster Recovery Orchestrator Setup

Ready to Install

The wizard is ready to begin installation

Veeam Disaster Recovenr Orchestrator will be installed with the following configuration:

Selected features: Orchestrator server, Orchestrator Web Ul Veeam Monitor Client
Installation folder: C:\Program Files'VeeamOrchestratar,

Service account: HOME"administrator

Ports configuration: 8888, 12348, 9393, 9392, 9401, 5419, 2805, 2742, 2741, 1239, 5898
S5QL Server: HOME-VEEAMO1WWEEAMSQL2016

S0L Server databases: VAD, VeeamBackup, VeeamOne
Write cache folder: C\ProgramData‘Veeam Backup*|RCache"
Guest catalog folder:  CAWBRCatalog

Click "Install” to begin the installation.

<Back || nstal ||| Cancel

B 4 |7l

Veeam Yeeam OMNE Yeeam
Backup ... Client Disaster
Recovery
Crchestrator

<]

Veeam Disaster Recovery Orchestrator




Initial Configuration Wizard x

welcomie Welcome to Veeam Disaster Recovery Orchestrator

Earvir Datatle infa Th1§ wizard will assist you with the initial configuration and set up of your orchestration
environment.

Here you will add Orchestrator administrators, connect to VMware vCenter and Veeam

Choose Administrators Backup & Replication servers, and set other initial options.

To complete the initial configuration, you must provide a friendly name for the Orchestrator
Deploy Orchestrator Agent Server and add at least one active directory user to the Orchestrator Administrators role. The
other steps in the wizard are optional - you may skip them and configure the required

settings later in the Administration section of the Orchestrator Ul Meote that if you cancel the
Credentials wizard before completion, it will reopen the next time you log in to the Orchestrator UL

Synchronize Credentials
ViMware vCenter Server

Summary




Initial Configuration Wizard X

welcame The configured settings are listed below
Server Details hts This server: HOME-VEEAMO1.home.lab
Server Name: VDRO Server
Choosa Administrators Description: WVeeam Disaster Recovery Orchestrator
Contact Mame: Chris Childerhose
Deploy Orchestrator Agent Caontact Email: chris.childerhose@email.com
Contact Tek: 666-666-6666
Credentials Administrators: HOMEVADministrator
Deploy Orchestrator Agent to: home-vbk02. home.lab (Veeam Backup & Replication
Synchronize Credentials ’ server)
Sync credentials: Yes
Whiware vCanter Sarver: home-vcsa0l.home.lab (443)

Viiware vCenter Server

Summary

Previous Finish Cancel



@ Exit Administration

Dashboard

Orchestrator Server
Orchestrator Agents
VMware vCenter Servers
Storage Systems

SMTP Server

E] Veeam Disaster Recovery Orchestrator

Cl

Orchestrator Agents

V4

Healthy:
All of 2

on
Recovery Locations

Plan Steps

D

Py
License Usage

4

3%
Remaining VMs: 29

Settings

Roles and Scopes
Datalab Assignment
Scope Inclusions

Email Subscriptions

License

§| Veeam Disaster Recovery Orchestrator

& Scopes (All)

P Launch « i Manage v [ Verify v

# Dashboard

Enable

[ Inventory

o Orchestration Plans

A\ Datalabs

() Enab.. cDP Replica

[&] Lab Calendar

W Reports

ER Report Templates

VMware vCenter Servers

4

Connected:

All of 1

®

License Expiry

4

Remaining days:
218
Ends on: 30 August 2022

Q show: (| © M [v| [

[ Reports v
Scope State Latest Test
Admin Scope ¥ Not Verified Never

Check or test recom..

@ HOME\Administrator

@ HOME\Administrator

i

Storage Systems

No systems added...

Datastores in Storage Plans

No storage plans created...

Latest Check  Execution Sc... Test Scheduled oon

Passed None None

1/13/2022 8:0.



New Orchestration Plan X
Plan Info I Provide details for the new Orchestration Plan

Plan Type Plan Mame: COP Failover

VM Groups Description: CODP job failover to replica

VM Recovery Options

g il Contact Mame: | Chris Childerhose

RTO & RPOC Contact Email: | chris.childerhose@email.com
Contact Tel: 666-566-656

Repart Template d

Report Scheduling

Readiness Check

Summary




New CDP Replica Plan

plan Info Choose the type of Plan

Plar Type (@) CDP Replica

WMs will be recovered from Veeam CDP {continuous data protection) replicas

VM Groups

VMs will be recovered from Veeam replicas

O Storage

VMs will be recovered from replicated storage volumes

WM Recovery Options

VM Steps

O Restore
RTO & RPO VM= will be recovered from Veeam backups
Report Template

Report Scheduling

Readiness Check

Summary

Back MNext Cancel




New CDP Replica Plan X

plan Info Add VM Groups

Use View VMs control to check Group members, and Up/Down controls to change the recovery sequence.

Plan Type

Search Q ™ up W Down [ viewvMs
VM Groups

Available Groups l:‘ Show empty Groups Plan Groups

VM Recovery Options g | 3 |

8} B&R Job - Backup Job - Hardened Reposit... Add > NO Records
VM Steps 8} B&R Job - Backup Job 1:home-vbk02.horm... ¢ Hemoin

@ B&R Job - CDP Policy 1:home-vbk02.home...
RTO & RPO |

|
& Backup - Veaam

Datastore - LUN-1

in

Report Template

Datastore - LUN-2

i

Report Scheduling
Datastore - LUN-3

Readiness Check Datastore - LUN-4

i

Datastore - Synology-NFS
Summary

0 These options can be customized later on the Edit Plan page



New CDP Replica Plan X

Blan Info Customize the default recovery options for all VMs in the Plan
Blan Type If the VM recovery encounters an error then
ti} Halt the plan
VM Groups =
(__) Proceed with the plan
VM Recovery Options Recover the VMs in each group

=
)
VM Steps \ (@) In parallel

(_J) Insequence

RTO & RPO r =7
Recover simultaneously maxof: | 10 o | YMs

Report Template
o These options can be customized later on the Edit Plan page
Report Scheduling

Readiness Check

Summary




New CDP Replica Plan X

Plan Info Choose VM Steps
Add Steps to be executed for all VMs in the Plan. These Steps will also be used for all new Viis added to the Plan in
the future.
Plan Type
VM Groups lrearch Q ‘ A up ¥ Down
VM Recovery Options -A'..rallable =HEps .Selected Steps
% Process CDP Replica VM - Add 2l process COP Replica VM
VM Steps |
° | | ¥ Check VM Heartbeat &) Chieck VM Heartbeat
RTO & RPO [& Generate Event

U8 Ping vM Network

Report Template
Send Email

o]

Report Scheduling Shutdown Source Wi

&1

Start Service
Readiness Check
Verify DMNS Port
Summary Verify Domain Controller Port
Verify Exchange Mailbox

Verify Exchange MAPI Connectivity

Verify Exchange Services

ﬂ'a.m'm'm'ﬂa'ﬂa.@

_Verify Global Catalog Port =

o These options can be customized later on the Edit Plan page



New CDP Replica Plan

x

plan Info Define your Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for this plan
Plan Type Hours: - Minutes: ~ Secondst
~ Ll Lol
TargetRTO: | 1 v 0 v 4 v

VM Groups

VM Recovery Options

Target RPO:

VM Steps

RTO & RPO

Report Template

Report Scheduling

Readiness Check

Summary

Maximum allowed ume before the service is restored after a failure

Hours: Minutes: Seconds:

fa Ea Ead

0 % |4 2 |18 3

Maximum allowed loss of historical data afier a failure,




|

New CDP Replica Plan

plan Info Choose the report template to be used for Plan reports and documentation

Plan Type ‘ Type any part of name to filter Q ‘

Awvailable Templates

VM Groups

WM Recovery Options

Veeam Default Template (RU)
370 WabnoH, KOTOPhIA MOXHO CKONWPOEETE M MSMEHHMTE B COOTEETCTEMM C BALLMK TReBosaHMaMI

VM Steps

Veeam Default Template (DE)
Dieses Template ist ein Beispiel und sollte auf lhre Bedirfnisse angepasst werden
RTOQ & RPO

Veeam Default Template (ES)
Esta es una plantilla de ejemplo, y debe ser clonada y personalizada de acuerdo con sus requisitos

Veeam Default Template (FR)
Cedi est un modéle qui doit e cloné et personnalisé selon vos besoins

Report Scheduling

Veeam Default Template (PT)

. Este € um template de exemplo, e deve ser donado e customizado de acordo com seus requerimentos
Readiness Check

Veeam Default Template (CH)
EE—TOiSE, MFTEFHEESNERER

Summary

Veeam Default Template (IP)
ChHRT YT FrFL— Ty, JE—LT. BB THAZE v AL TCRE N

Document format: @ PDF file

O Word document (.DOCK)




New CDP Replica Plan X

olan Infa Choose scheduling options for automatic Plan reporting

Plan Type Update Plan Definition report daily at: 7:00 AM @
VM Groups Perform Plan Readiness Check daily at: 8:00 AM @
VM Recovery Options o Reports will not be generated for plans in the Disabled state.
VM Steps

RTO & RPO

Report Template

Report Scheduling

Readiness Check

Summary




New CDP Replica Plan X

plan Info Readiness Check will verify that the Plan configuration matches the DR environment

Plan Type Run Readiness Check after Plan creation

VM Groups

VM Recovery Options

VM Steps

RTO B RPO

Report Template

Report Scheduling

Readiness Check

Summary
ﬁ Veeam Disaster Recovery Orchestrator @ O ik @) {é} Administration @

%* Scopes (All) Search by Plar Q show: () O M o] [

P Launch v B Manage v W Verify v ER Reports v

#% Dashboard

5 Inventory Mode Plan Type Scope State Latest Test Latest Check ExecutionS.. Test Scheduled ooa
DR Planning & Testing : 5 3
= . PP In-Use CDP Failover CDPReplica  Admin Scope | B Collecting Data Never Passed None None
171372022 8.0...

o Orchestration Plans

J\ Datalabs
[X] Lab Calendar

DR Dacume ti

RS Indicates;readiness;check:

W Reports runningotherwise Disabled
unning, wise/Wisabled

B2 Report Templates



E] Veeam Disaster Recovery Orchestrator

Scopes (All) Q show: (| ©| M

P Launch v s Manage v W Verify EX Reports v
Dashboard

Inventory Mode Plan Type Scope State

© Disabled CDP Failover - Synology  CDP Replica Admin Scope  [3 Verified
Passed check

e Orchestration Plans P Run
A Datalabs / Edit
[K] Lab Calendar O Reset
& Quick Check
SRS (& Update Definition Report
Report Templates
P Launch >
.fﬁ Manage > I () Enable I @
[ verify >
ER Reports >
= New
il Properties [ clone
" Edit
it Properties
(¥ Reset
¥ Delete

’&l Veeam Disaster Recovery Orchestrator () | §0% adminitration

©)

% Scopes (Al Search by Plan Q show: () © o 0

P Launch v & Manage v W Verify v ER Reports v
Dashboard

Inventory Mode Plan Type Scope State Latest Test Latest Check ExecutionS.. TestScheduled oo

(" Enabled CDP Failover - Synology  CDP Replica Admin Scope| [ Verified Never Passed Naone None

o Orchestration Plans Passed check 1/25/2022 3:0...
Datalabs
Lab Calendar
Reports \Verified|aftersmodifying|RR®,

Report Templates




gnment
% Scope Inclusions

Email Subscriptions

D License

B Lo

© About

P> Dashboard

Infra ire

Orchestrator Server
Orchestrator Agents

VMware vCenter Servers

Storage Systems

SMTP Server

Recovery Locations

Plan Steps

)Q Settings

§| Veeam Disaster Recovery Orchestrator

( "' HOME\Administr:

Steps Step Parameters
No data
‘ Search by name Q
Add 2 Edit X Delete
= Add o] p ep

Name Step Info Browse to the necessary script file

Process CDP Replica VM
Seript ————F File: Browse...

Register VM

Process Replica VM Step Visibility Freiieur:

[# Restore VM
Summary

Check VM Heartbeat
Generate Event

Ping VM Network
Prepare DC for DataLab
Send Email

Shutdown Source VM

Start Service

Veeam Job Actions

Verify DNS Port

oo % & 8 0 =@ &

Verify Domain Controller Port

Verify Exchange Mailbox

(=)

m Canicel

Verify Exchange MAPI Connectivity

Verify Exchange Services

E] Veeam Disaster Recovery Orchestrator

Report detail level

If reports are very large, consider reducing their detail level:

o s ;
() Minimum details
(\_) Medium details

All details (recommended)

0 This setting applies to all reports in all Scopes.

Ul inactivity timeout

Log out after | 60 minutes

Users will be logged out of the system after they stay inactive in Orchestrator Ul for the specified period of time



Scopes (All) Template
Scope
All Scopes
All Scopes
Orchestration Plans
DEETEL All Scopes
Lab Calendar
All Scopes
W Reports All Scopes
B2 Report Templates
All Scopes
All Scopes
All Scopes

§| Veeam Disaster Recovery Orchestrator

Scopes (All)

CDP Failover - Synology

D Plan

Selected: 0 of 2

Dashboard

Inventory

Orchestration Plans

Datalabs

Lab Calendar

!

Report Templates

Show: € 1 V]

E\ Veeam Disaster Recovery Orchestrator

Report type:

Report Type

D B coP Failover - Synology Readiness Check

D B cDP Failover - Synology  Readiness Check

@ HOME\Administrator

Edit [ Clone

Template

Veeam Default Template (DE)
Dieses Template ist ein Beispiel und sollte auf Ihre Bedurfnis:

Veeam Default Template (CH)
HE—ATHIRE, N TEHFHRESERES

Veeam Default Tempiatg (P)

LT, BHEICE)

Veeam Default Template
This is an example template, and should be cloned and custo

Veeam Default Template (ES)
Esta es una plantilla de ejemplo, y debe ser clonada y person

Veeam Default Template (FR)
Ceci est un modéle qui doit &tre cloné et personnalisé selon \

Veeam Default Template (RU)
310 ILSGHOH, NDTCD:\PI MOXHO CKONUPOBaTh U USMEHWUTE B CC

Veeam Default Template (PT)

Este & um template de exemplo, e deve ser clonado e custorr

Readiness Check v Date: | All Time
b4 D
Scope Operation Result
Admin Scope Checked @ Success
Admin Scope Checked Q Failed

Assigned to
0 Plans
0 Plans
0 Plans
1 Plans
0 Plans
0 Plans
0 Plans

0 Plans

n
{'8:} Administration

Date

1/25/2022 3:01 PM

1/25/2022 1:32 PM

©)



) - =
ﬁ Veeam Disaster Recovery Orchestrator @ RIS || (o) {g} Administration

% Scopes (All) Search by Plan Q| show b O W @ [
P Launch v B Manage v ¥ Verify v B8 Reports v
# Dashboard
Inventory Mode Plan Type Scope State Latest Test Latest Check  ExecutionS.. Test Scheduled
DR Planning & ) § i =
() Enabled CDP Failover - Synoloy CDP Replica AdminScope  [¢ Ve Never Passed None None
J\ Datalabs
[X] Lab Calendar & Reset
DR Documentation % Quick Check
W Reports [ Update Definition Report
B Report Templates
P Launch >
i Manage >
¥ Verify >
ER Reports 5 > & oAl
[Eg Plan Definition Generatmg L@M% lo
it Properties showion/Reports)tab
B Execution o
[En Datalab Test
By Readiness Check
% Update Definition Report
% Update Defi Rep!
[% Clear Change Log

§| Veeam Disaster Recovery Orchestrator (&) HoMeniniststor

2 = i

Orchestrator Agents VMware vCenter Servers Storage Systems

@ Exit Administration

P Dashboard

Orchestrator Server
Orchestrator Agents X V
VMware vCenter Servers

Storage Systems

Not healthy: Connected: No systems added...
SHERenE 10f2 All of 1
Recovery Locations
Plan Steps
Settings O @ E
nissions " —-—
Roles;'-)nd — License Usage License Expiry Datastores in Storage Plans
Datalab Assignment
Scope Inclusions
Email Subscriptions V v
s Remaining days: No storage plans created...
License 0% 218

Remaining VMs: 30 Ends on: 30 August 2022



@ Veeam Disaster Recovery Orchestrator

%*  Scopes (All ; Scopes: All scopes

# Dashboard

5] Inventory

Plan Execution

Orchestration Plans
PEIETELS

Lab Calendar

Reports

Report Templates

Current Issues

No

@ Plan Halted ® Errors
Warnings ® Success
@ Not Running

Q

Plan Operation

@ HOME\Administrator

Plan Readiness Check

® Failed Warnings
® Passed @ Never Checked
VM Step

Plan Testing

@ railed ® Errors
Warnings ® Passed
@ Never Tested

State Duration



